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PELIEH3HA
Ha paiouyio MPorpaMMmy IHCHHIAHHE
«HHOCTPAHHBIH SI3BIK B MIPO®ECCHOHAJILHON JAEATEJABHOCTH»

uanpasaenns 01,03.02, TMpusaaanas MaTeMaraka 1 HHGopmMaTHKa

Pabouas nporpaMMa AHCUHIIHHEE « HHOCTPaHHEIT A3LIK B NPodeccHOHaNBHOM JCHTEALHOCTIN
paspafiotaHa aaa  oDecnedcHH®  BRINOJAHEHHMA  TpeGosanuit  (ELepaTbHOIO  rocyAapCTBEHHONO
obpazosareabHONO CTaHIAPTa K MHMHMYMY COJEPHKAHHA H NOANOTOBKH CCHHATHCTOR MO HANPARICHHIO
01.03.02. Mpukaaanas MareMaruka v HHGOpMATHKA.

[lporpamma BKIOMEET B o0 CACAYIOUIHE IMEMCHTEL LC/H M 327444 OCBOCHHMA AMCUMILIHHLL
smecTo jpennnauesl B crpykrype OIOIT BO, nnasupyemsie pesynsrarst o0y4€HHR N0 JHCUHILIHNE,
o0beM JHCUMIAKHEL, COACPAAHHE JHCUHIUIENLL, MNepedeHs y4eOHO-MeTOIHYecKOoro obecneyeHHs i
AHCUHNIHAL, HOHA OHEHOUHLIX CPeacTs TS MPOMEKYTOUHOH aTTeCTAUHH MO THCUHIUIMAES, PeCypeHOE
obecnevenue.

PaGouas mnporpamma coctamncHa J0rHuHO. [locne0BaTeNBHOCTE TeM, NPCAIArdeMEX K
H3YHCHHIO, HAMPABICHA HA KAYCCTBCHHOC yCBOcHHe yweOHoro martepuana. CoaepaaHue nporpamMmel
CIPYKTYPHPOBAHO HA  OCHOBE KOMICTEHTHOCTHOIO NOAXOLRZ, YTO O0SCHeYMT pasBHTHE H
COBEPIICHCTBOBANHE  KOMMYHHKATHBHBEIX, #ILIKOBBIX, JHHIBHCTHYECKHX H  MPOdecCHOHATLHBIX
KOMIETeHIHMA.

Tectonmie A pazHe0OpaIHbl, MO3BOIAIOT ANCKBATHO OLUCHHBATE YPOBCHB 3HAHHI CTYCHTOB
o AUCUHIUIHHE, OIlCHO‘IHHC CpeicTea QR TEKYIWIETO H [MPOMEKYTOHHOI0 KOHTPOAA COOTBETCTBYIOT
LEJIAM M JA0A44M KYPCa 110 AHCUHIUIMHE « HHOCTPAHHBI SOLIK B NPo(ecCHONAILHON JEATENLHOCTHY.

[Mpencrapnennas  paboyas  nporpaMMa  OMCUHOAWHM  «HHOCTpaHHmIE  AIBIK B
NPOPEcCHOHATBHON NeATEILHOCTH»  CONCPRETENBHA, MMEST MPAaKTHHECKYIO  HANPABIEHHOCTS,
BKIXOHACT AOCTATOHHOC KOMHYCCTBO P&!HMWHN}( JIEMCHTOB, HANPARNCHHLIX Ha pPalBHTHEe
YMCTBEHHBLIX, TBOPYECKHX CroCoOHOCTEH CTYAeHTA.

B uenom, pabouas nporpamma aucumnauiel «HHOCTpaHHBINH S3BIK B NpofeccHOHANBHOI
AESTEABHOCTH» CTOCOOCTBYET Ka%eCTBCHHOMY OBNANCHHIO HeobxomMbmy kommereHumsmu. annag
pafoyan  nporpamma  yuebHON nucumnanpe  «HuOCTpaHHBIE ALK B npodeccHoHanbHoi
JeATEABHOCTHY COOTBETCTRYCT COBPEMCHHEIM TpefoBanuaM no pazpaborke pabo4HX IIPOIPAMM H MOKET
OLITE HCNOALIOBAKA B KayecTBe nefcTayoweit padoyell nporpaMMet.
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1. Heaun 1 321241 0CBOCHUS IMCUMIINHBI

I'nasnon yenvto ocBoeHMsT JUCUUIUIMHBL «WHOCTpaHHBIH SA3BIK B INPO(ecCHOHAIBHOU
AeSITeJIbHOCTH» SIBISICTCSl MPUOOpeTeHre O0yYarolIMMUCS YHUBEPCAIbHBIX KOMIIETEHIIMI B 00JacTH
MHOCTPAHHOTO S13bIKA, HEOOXOUMBIX JUI YCIIEUTHON MpOoQeCcCHOHATBHOM IeATEIbHOCTH CIEUAINCTOB.
OOyyeHne aHIIMICKOMY S3bIKY KaK OCHOBHOMY HHOCTPAaHHOMY SI3bIKY MpEANojaraeT couyeTaHue
ayJUTOPHOM M BHEAYTUTOPHOH pabOThl C WENbI0 Pa3BUTHS TBOPYECKOW AKTUBHOCTH CTYICHTOB,
CaMOCTOSATEJIbBHOCTH B OBJIAJICHUM WHOCTPAHHBIM SI3BIKOM, PAaCIIMPEHUs] KPYro3opa M AaKTUBHOIO
UCTIOJIb30BAaHUS MOTYUYEHHBIX 3HAHUH B Ipoliecce NpophecCuOHaTbHON KOMMYHUKAITUH.

[Iporpamma 1o wu3ydyeHUIO AUCUHUIUIMHBI «WHOCTPaHHBIA $S3bIK B NpPodecCHOHATbHOI
AeATeIbHOCTH» B OCHOBHOM OPHEHTHPOBAHA HA CTYACHTOB, MOJYYUBIIMUX 3HAHUS M 00IIMEe yueOHBIC
YMEHHMsI, a Tak)Ke HeoOXOIMMble HAaBBIKM BIIAJCHHUS AHIJIMICKUM S3bIKOM B 0011e00pa3oBaTesIbHOMN
IIKOJI€e, a JJIsl CTY/IGHTOB 3, 4 KypCOB M3Y4Y€HHUE JaHHOW JUCHUIUIMHBI 0a3UpyeTcsl Ha 3HAHUAX, HaBbIKaxX
U YMEHMSX, IOJYYEHHBIX CTyAeHTaMu Ha 1, 2 u 3 Kypcax COOTBETCTBEHHO.

OCHOBHBIMU 3a0auamu JTUCUUTIIINHBI SBIISIOTCS:

e U3y4yeHHE, OBJAJECHUE U NMPUMEHEHHE JIEKCHKO-IPaMMaTH4YE€CKOr0 MMUHMMyMa B 00ObeMe,
HEOOXOAUMOM ISl paOOThI C MHOSI3BIYHBIMH TEKCTAMH, a TaKXKe MoJAep)KaHusi Oecenpl B
nporecce npopecCuOHANbHON AeSITeTbHOCTH;

® OBJAJICHUE CTYACHTAMU HEOOXOIHMMBIMH HABbIKAMH OOLICHUS HAa HMHOCTPAHHOM S3BIKE
(YCTHO M MTUCHMEHHO) Ha MPO(ECCHOHATLHBIC U TOBCETHEBHBIE TEMBI;

® OBJaJieHUE HEOOXOJUMBIM MUHUMYMOM (POHOBBIX 3HAHUM O CTpaHaxX U3y4aeMoro SI3bIKa,

e (opMHUpOBaHHE MPAKTHYECKHX HABBIKOB IMOATOTOBKH YCTHOTO U MUCHBMEHHOTO COOOIICHUS
Ha aHIJIMICKOM SI3BIKE;

e MpuoOpeTeHHE  MPAKTUYECKUX  HABBIKOB  IOHMMAHHUSA/COCTABICHUS  OODBSIBICHUH,
MHUCbMEHHBIX MHCTPYKIUH, JE€TOBON U JUYHON KOPPECTIOHAEHIINH, PEIOME;

e (GopMHpPOBAHHE Yy CTYIEHTOB CIIOCOOHOCTH K HH(POPMAIMOHHO-aHATUTHYECKOM paboTe
(BocpusiTHe W 00pabOTKa B COOTBETCTBUM C IOCTaBJIEHHOW IEJIbI0) C Pa3IMYHBIMU
HMCTOYHUKAMU HMH(OpMallMM Ha aHIJUICKOM s3bIKe (IIpecca, paauo U TeJeBUICHHE,
JOKYMEHTBI, CIelHallbHasi W CIIpaBOYHAas JIMTepaTypa) B paMKax Mpo(dhecCHOHAIbHOM,
001IeCTBEHHO-TIOJUTHUECKON 1 COLMAIbHO-KYJIBTYpHOU cep obmieHus;

e 1puoOpeTeHrEe NPaKTHUUECKUX HABBIKOB IepeBoAa (Kak cO ciloBapeM, Tak M 0e3 Hero)
MHOCTPaHHBIX TEKCTOB 001N U MpodecCHoHaNIbHON HapaBIeHHOCTH.

2. Mecto aucuuminnbl B cTpykrype OITOII
Jucuunaa « MHOCTPaHHBIN A3BIK B MPO(ecCHOHAIBbHOM 1eATeIbHOCTH» OTHOCUTCS:
— K YacTH 00pa3oBaTeIbHON MporpaMMbl, (HOpMHUPYEMOHl y4acCTHUKaMH OOpa30BaTEIbHBIX
OTHOIIEHUH, SIBIISIETCA 00s13aTENBLHON TUCIUIIMHOMN.
Jucuunnuna npenogaercs B 5, 6, 7, 8 cemecTpax, Ha 3, 4 Kypcax.

N3ydenne yueOHOM nucuuruinabl « MHOCTPaHHBIN A3bIK B NPO(ecCHOHAIBHOM 1esITeIbHOCTH
0a3upyercsl Ha 3HaHUAX U OOIIMX YUEOHBIX YMEHHUSX, HABBIKaX U CIIOCO0aX eATENbHOCTH, MOJTyYeHHBIX
CTYJEHTaMH MPH U3yYEHUH TUCIUIUIMHBI B 00111€00pa30BaTeIbHOM 1IKOJIE, a IS CTYACHTOB 3, 4 Kypca -
Ha 3HAHMSIX, HABbIKaX U YMEHUSX, MOJYYEHHBIX CTyAeHTaMu Ha 1, 2 u 3 Kypcax COOTBETCTBEHHO.

Peanuzanus MEXIUCHUTUTMHAPHBIX CcBsIze B xoJe oOyueHus
MHOCTPAaHHOMY  $I3bIKy 110  CHELMAJBbHOCTH  HMMEET  LEIbI0  IMOATOTOBKY  MOJIOABIX
CHELMAINCTOB, HAYMHAIOUIMX  NPO(ECCHOHAIBHYIO  JEATENBHOCTh, K  NPOPecCHOHATBHOMY
HCIIOJIb30BaHUIO0 HHOCTPAHHOTO S3bIKA B PA3IMUHBIX cepax AesaTeIbHOCTH.

OcHoOBHasl 1eNb Kypca WHOCTPAHHOTO SI3bIKAa B YHUBEPCUTETE - BHIPAOOTKA KOMMYHHUKATHBHBIX
KOMIETEHIIUH, MOAr0TOBKA HIMPOKO IPYAUPOBAHHBIX CHEILHMATMCTOB CPEACTBAMH HHOCTPAHHOTO SI3bIKA.
B npouecce o0yueHHs OH BBICTYMAeT KaK MPEeIMET, TOAYUHEHHBIA NMPO(QUINPYIONUM AUCIUIINHAM, U
ABIIIETCS PECypcoOM i HAKOIUIGHHS CHEHUAIbHbIX 3HAHUW B pamMKax MpodeccHoHaIbHOU
00pa3oBaTeNbHONW MPOrpaMMbl, OTKPBIBAIOIIMM Tepea CTyAEeHTaMH OOJIbIIME BO3MOXKHOCTH IS
03HAaKOMJICHHUSI C 3apYOCKHBIM OIIBITOM B c(pepe n30paHHOM CIIEeINaTbHOCTH.



B umenoctHoOi cucTeMe MOATOTOBKH CTYAEHTOB IO WHOCTPAHHOMY S$I3BIKY BBIJIEISIOTCS JBa
OCHOBHBIX 3Tana — 001eo00pa3oBaTe/bHbIN 1 NPo(ecCHOHATbHO-OPUEHTHPOBAHHBIN. DTO 03HAYACT,
YTO KypC MHOCTPAHHOTO $13bIKa HOCUT KOMMYHMKATHBHO-HAINPABJIEHHbIH XapakTep, a €ro 3ajgaydu
OTIPE/ICIISIOTCS TMO3HABATEIBHBIMU U TMPO(ECCHOHATBHBIMA TMOTPEOHOCTSMH CIICIIUATMCTOB BCEX
HaIlpaBJICHUM U CIEUATbHOCTEM.

OcHoBHas 3a1a4a, Ha KOTOPYIO COPUEHTUPOBAHO U3YUY€HHE MHOCTPAHHOTO SI3bIKa B YHUBEPCUTETE,
- HAYYHUTb CTYACHTOB I10JIb30BAThCSI MHOSI3BIYHOM JIMTEPATYPOIl O CEIUaIbHOCTHU B TPOGECCHOHATBHBIX
[ENSIX, YMETh COCTaBJATh pedepaTsl W AHHOTAIMM U BBICKA3BIBATHCS HA WHOCTPAHHOM S3BIKE IIO
BOIPOCaM, CBSI3aHHBIMU ¢ Oyay1iei npodeccuen.

AKTYaJIbHOCTh 9TOWM 3a7aud OOYCJIOBIMBAETCS MOTPEOHOCTSIMH OYAYIIMX CICIHATHUCTOB B
OBJIaJICHUH HaBBIKAMHU U YMEHUSIMHU PAOOTHI C MHOSI3BIUHBIMU UCTOYHUKAMH UH(OpPMALIUU, YTO SBISIETCS
OUYCHb BAXKHBIM BHJIOM PabOTHI B Ipoliecce 0O0y4YCHHS MHOCTPAHHOMY SI3BIKY CTYACHTOB HESI3BIKOBBIX
CHEIMAIbHOCTe M BeAeT K 3HAUYUTEIbHOMY MOBBIIICHHIO YPOBHS 3HAHHM HHOCTPAHHOIO S3bIKa
BBIITYCKHUKAaMH YHHBepcuTeTa. JlWama3oH WCHONb30BaHUS pedeparoB W aHHOTAIMH, OCHOBHBIM
Ha3HAYCHHEM KOTOPBIX SBJSETCS ONEpPaTHBHOE PACHpPOCTPaHEHUE HAYYHO-TEXHUYECKOW MH(pOpMaluu,
Ype3BBIYANHO MUPOK. SIBISsCH HamOoJee SKOHOMHBIM CpPEJICTBOM O3HAKOMIICHUS C MaTepHAIOM
MEPBOMCTOYHHUKA, IAHHBIC BUIbI BTOPUYHBIX TEKCTOB MPUMEHSIOTCS B HHGOPMAITMOHHOM 00€CTIeYeHUH
HAYYHO-HCCIICIOBATEIILCKUX PaboT, y4eOHOTo MmpoIiecca, BEICTYIIAIOT CPEICTBOM 0OMeHa HHpopMaIueit
B MEXJIYHApOJHOM MacuiTaoe.

OT6Op S3BIKOBOTO MaTepHalia, yYUTBHIBAIOIIMNA MPOPECCHOHATHHYI0 OPHCHTAIHUIO CTYACHTOB,
o0OecrieunBaeTcs C MOMOIIbIO YCTAHOBJICHHS TECHBIX KOHTAKTOB C IMEJAarorMyeCKMMHU KOJUIEKTHBAMHU
BBITTyCKaOMUX Kadenp. MexaucuuiuimHapHOe B3aUMOCHCTBUE MOI0OHOTO pojia MO3BOJSIET peliaTh
3a/1a4y pa3BUTHSA U (HOPMUPOBAHMS KOMILJIEKCA YI€OHO-METOAMUYECKUX MATEpPHAIIOB, CIIOCOOCTBYIOIIHNX
AKTUBU3ALMK SI3bIKOBOM M Y3KOCTEIIMAIBHOM MOATOTOBKM B MX HEpa3pbIBHOU CBsi3u. OObEIMHEHHBIC
yCHUIIUS TIpernoaBaTesiel HHOCTPAHHOTO S3bIKa U MPEICTaBUTENEH BBIMTYCKAIOMUX Kadeap MO3BOISIOT
OTIPEJIETTUTh COJIEPKATEIBHYIO CTOPOHY YUYE€OHBIX MAaTepUaIoOB, TOCIEIOBATEILHOCTh UX MPOXOKICHUS
M0 KypcaM, TEepPMUHOJIOTUYECKUH MUHUMYM T10 CTIeIUaTbHOCTH, IPUMEPHI KOMMYHHUKATUBHBIX CUTYaIIH
JUTSL CTICTTHAITHCTA.

3. [l1anupyemble pe3yabTaTbl 00y4eHHns: 110 THCHHTLIAHE

dopmupyemble Nuaukxaropsl IInanupyemble pe3yJbTaThl
KOMIIETCHIIUH AOCTH/KEHHUSI KOMIIeTeHI Uit 00y4eHHs 10 TUCHHUIINHE
(K00 u HaumeHo8aHue) (k00 u popmynuposra)
YK-4 — cnocobeH | YK-4.1. BriOupaer ctuib | 3HATh TNPUHIMIIBI  [TOCTPOSHUS
OCYILIECTBIISATh JICJIOBYIO | OOLIEHUs Ha | YCTHOTO u MMCbMEHHOTO
KOMMYHHMKAIUIO B YCTHOH M | TOCYJJapCTBEHHOM A3BIKE | BBICKa3blBaHUSI HA PYCCKOM U
nuceMeHHOW  (Qopmax Ha | Poccuiickoit denepanuy M | MHOCTPaHHOM SI3bIKaX; MpaBuia U
rOCy/lapCTBEHHOM  SI3bIKE | HHOCTPAHHOM  SI3BIKE B | 3aKOHOMEPHOCTH JIEJIOBOM YCTHOM
Poccuiickoit @enepanyu ¥ | 3aBUCUMOCTA  OT LEIM M | U MUCbMEHHON KOMMYHHKAIINH.
MHOCTPaHHOM(BIX ) yCIIOBUM NapTHEPCTBA; | YMeThb JIOTUYECKH BEPHO,
sI3bIKe(ax) aJanTUpyeT pedyb M CTWIb | AprYMEHTUPOBAHHO, JOCTYIHO H
oOIIeHusT K  CHUTYyalusM | SICHO CTPOUTh YCTHYIO
B3aMMOJICICTBUS (MOHOJIOTHYECKYIO u
JUAJIOTUYECKYI0) U NHCHMEHHYIO
pedb; aJanTUpoBaThb peYb C
y4ETOM YCIIOBUM pedeBoit
CUTYalluu
YK-4.2. BoinonHsieT nepeBosl | YMeTh T'PaMOTHO H3JlaraTb CBOU
npoeCCHOHATIBHBIX TEKCTOB | MBICIIM B MpOIECCE€ YCTHOIO U
C MHOCTPAHHOIO s3blKa Ha | MMCbMEHHOTO IEPEBOIA
roCyJJapCTBEHHBII A3BIK




WHOCTPAHHBIN

Poccuiickoit denepanuu u ¢
rOCyJapCTBEHHOT'O
Poccuiickoit ®enepanun Ha

A3bIKaA

Biaagerr HaBBIKAMH UYTCHHUSA U
nepeBojia TEKCTOB Ha
WHOCTPAHHOM SI3bIKE

YK-4.3. Begmer
MIEPEITHCKY

0COOEHHOCTEN
OpUITHATEHBIX

roCyJapCTBEHHOM
Poccuiickoit ®enepauun u
WHOCTPAHHOM SI3bIKE C YYETOM
CTHJIMCTUKHA

JIEJIOBYIO

Ha
SA3BIKC

u

HCO(bI/II_[I/IaJ'IBHBIX IIUCEM

3HaTh OCHOBHBIC OCOOCHHOCTH
o opMIICHHS KOPPECTIOHICHITUN
YMerp mnucath oduIMaTbHBIE H
Heo(HIMATBLHBIC TUChMa

BBICTYIIJICHUAX

YK-4.4. [lpeacraBisieT CBOIO
TOUKY 3pEHHUsl MPHU ACIOBOM
oOmeHM ¥ B MYOJIUMYHBIX

3HaTthb 0COOEHHOCTH
OCYIIECTBICHHUS MEKIMYHOCTHOM
KOMMYHI/IKaHI/II/I, HpaBI/IJIa
IOCTPOCHHUS nyOJIMYHOTO
BI)ICTYHJ'IGHI/ISI

Ymern COCTaBJIATH
MOHOJIOTHYECKOE u
JINAJIOrHYECKOE BBICKA3bIBaHUE Ha
I/IHOCTpaHHOM SA3BIKE,
coJiepiKariee OLICHKY,
coOCTBEHHOE MHEHUE u

BO3MO)KHBIE PEKOMEHJALUU I10
TeMe OOIIEHUs, YMETb YCTHO U
IMCbMEHHO HM3J1araTb pe3yibTaThbl
CBOETO MPOEKTA, UCCIECIOBAHUA U
pod.

Baianer, HaBbIKaMu  J€JIOBOM
KOMMYHHUKAallUM B YCTHOH U
MMACbMEHHOU dopme Ha
MHOCTPaHHOM SI3bIKE

4. O0beM AUCUUILIMHBI (MOTYJI51)

O0BeEM IUCIUIUIMHEL COCTABIIAET 6 3a4e€THBIX eMUHHIL, Bcero 216 akageMHYeCKUX YacoB.

5. ConeprxaHue QM CHUTITHHBI

Ounas popma o0yueHust

B TOM YHUCIJIE:
KonrakTHas padora (pabota
HaumeHoBaHue pa3iesioB M TeM IUCUUIIMHBI .
Bcero BO B3aUMO/ICHCTBUH
(MoLyst) CamMocTosTe b
(akazem. C TIPETNOAaBaTENIEM) uas pagora
qac],I) ITpakTudeckue of0yuaromeroc
(ceMuHapckue) Bceero A
3aHATHUA
5 cemecTp
History of the Internet 17
Internet Privacy 17




Internet services 21 10 10 11

Online payment systems 17 8 8 9

IIpoMe:xxyTOYHAs aTTecTAlUA: 3a4ET X X

Hroro 3a cemecTp 72 34 38
6 cemecTp

E-mail service 22 10 10 12

Personal web page 22 10 10 12

Internet security 28 14 14 14

IIpoMe:xxyTOYHAs aTTeCTAlUA: 3a4ET X X

Hroro 3a cemecTp 72 34 38
7 cemecTp

Artificial Intelligence 7 4 4 3

Flash memory 5 2 2 3

Hard disk drive 5 2 2 3

The features of the Internet 5 2 2 3

Steve Jobs’ life stories 7 2 2 5

Computer games 7 4 4 3

IIpome:xxyTouHasi arTecTanus: 3a4€T X X

Hroro 3a cemectp 36 16 20
8 cemecTp

Digital farming 8 2 2 6

Texting issues 10 4 4 6

Password entropy 8 2 2 6

Online learning 10 4 4 6

HpOMe)KyTO'—IHaﬂ arTrecrauus:

AU PpepeHupOBAHHBIN 324€T X X

Hroro 3a cemecTp 36 12 24

HToro no aucuuiiinge 216 96 120

ConepmaHHe JUCHUITIINHBI

S cemectp
History of the Internet

The Internet. Structure of the Internet. Word formation, prefixes. Cpencra BbipaxKeHUsI
crocobHocTH/HecocobHocTH. Onucanue rpaduKoB.

Internet Privacy

IP-addresses. Anonymizers. Privacy while browsing the web. Website privacy policy. Word formation,
suffixes. CocraBHbIe puIaraTeabHbIC. AHHOTAIHS.

Internet services

Internet services. The world wide web. Web 2.0. Blogging. Internet protocol suite. File transfer protocol.
Word formation, suffixes. Passive voice.

Online payment systems

Electronic payment. Card payment process. E-money. Cards. Safe online credit card transaction.
Electronic commerce. Public key cryptography. Digital signature. Secure http. CocraBHbie
CYHICCTBUTCIIbHBIC.

6 cemectp
E-mail service

Internet e-mail. SMTP — Simple Mail Transfer Protocol. POP — Post Office Protocol. Internet message
access protocol. Spam. E-mail encryption. Explanations and definitions. E-mail protocols. POP3 and
IMAP.



Personal web page

Personal web page. Web page annoyances. Internet censorship. HTML. XHTML. The infinitive
constructions.

Internet security

Internet security. Firewalls. Cyber crime tools. Mobile internet security. Computer security
vulnerabilities. SQL injection. Deep web and dark web. The gerund.

7 cemectp
Atrtificial Intelligence

Artificial intelligence. Can we build Al without losing control over it? Benefits and risks of Al. Future
perfect for predictions.

Flash memory

Flash memory. Five cool uses for a USB flash drive. USB vs cloud storage. Zero and first conditionals.
Hard disk drive

Hard disk drive components. How does a hard disk work? How to protect your hard drive. Subordinate
clauses.

The features of the Internet

The features of the Internet. How the Internet works in five minutes. Benefits and risks of the Internet.
Object and subject questions.

Steve Job’s life stories

Steve Job’s life stories. Steve Jobs’ Stanford university commencement address. How to achieve success
in life. Phrasal verbs.

Computer games

Computer games. The game that can give 10 extra years of life. Benefits of playing computer games.
Wishes and regrets about the past.

8 cemectp
Digital farming

Digital farming. Computer will grow food in the future. Benefits of the Food computer. What if for
imaginary situations, suggestions and possibilities.

Texting issues

Texting issues. Texting is killing language. Texting vs writing and chatting. Adverbs.

Password entropy

Password entropy. What is wrong with your password. How to make a strong password. Modal verbs
have, can, could, may, might.

Online learning

Online learning. Why massive open online courses matter. Describing bar charts. Present and Past tenses.

[lpu peanuzanuu AUCHUIUIMHBI OPraHU3YETCs IMpaKTHYecKas MOJATrOTOBKA IyTeM IPOBEACHUS
NPaKTUYECKUX 3aHSATHH, MPEeIyCMaTPUBAIONINX YYacTHEe OOYJaroIIUXCsS B BBHIMOJHEHUH OTACIHHBIX
3JIEMEHTOB paboT, CBA3aHHBIX C OyayIIei MpopecCuoHABHON e TenbHOCThIO (96 yacoB).

[IpakTudeckas MOATOTOBKA MNPH WM3YyYCHWH IUCHUIUIMHBI PEATM3yeTCs] HEMOCPEJICTBEHHO B
YHUBEPCHUTETE.

6. [lepevyeHb y4eOHO-METOUIECKOTO 00eCTIeYeHUsI 10 JUCIHIIJIHHE

Jnist obGecriedeHns peanu3anuy IporpaMMBbl JUCHUIUIMHBL pa3paboTaHbl:

— METOJMUYECKUE MaTePUAIIbI K TPAKTHUECKUM 3aHATUSAM

— METOJMYECKUE MaTepUalIbl 110 OPraHU3allii CaMOCTOSTEILHON pabOThl 00YJarOIUXCsl

— METOJHMUYEcKoe 00ecTieyeHre MHHOBAIIMOHHBIX (hOpM ydeOHBIX 3aHATHI

Meroanyeckue MaTepuaisl 0 AUCHUIUIMHE U 00pa30BaTeIbHON MPOrpaMMe B LIEJIOM NPEICTaBICHBI
Ha o¢uIuarsHOM caiite oOpa3oBarenbHOM opranmzammu (paszgen «Ceaenuss o0 oOpa3oBaTeNbHON
opranuzarun» - O6pazoBanue — OO6pa3oBaTeIbHBIC TPOTPAMMEBI).



7. MOH] OLIeHOYHBIX CPEACTB 0 AMCHHUIJIMHE

Jns atrectanmu 0OydYarOMIMXCsl HA COOTBETCTBHE HX IMEPCOHATBHBIX TOCTHXKEHUH MOATAITHBIM
TpeOoBaHUSAM 00pa30BaTEIHLHON MPOrPpaMMBbI IO AUCHUILTUHE pa3paboTaHbl (POH]IBI OLICHOYHBIX CPEJICTB,
NO3BOJISIOIINE OLEHUTh PE3yJbTaThl OOY4YeHHUs (3HAHUSA, YMEHHS, HaBBIKM) M C(HOPMHUPOBAHHBIC
(popmupyembie) KOMIETEHIIMH. DTU (POHIBI BKIIOYAIOT JOMAIIHHE PA0OTHI, TECTHI U MHBIE OLEHOYHbBIE
MaTepHajbl, HCIOJb3yeMble IPH MPOBEACHUU MPOIENyp TEKYIIEr0 KOHTPOJS YCIIEBaEMOCTH U
IPOMEXKYTOUHOUM aTTectauuu. POHMBI OLIEHOYHBIX CPEJCTB MPEACTABICHBI B MPUIOKEHUH K paboueit
nporpaMme.

[Tpu HeoOxomMMoOCTH O00ydYaroIIMecs C OrPAaHUYEHHBIMH BO3MOXKHOCTSIMH 3J0POBbSI U WHBAJIHJIbI
o0ecTeynBarOTCs OLICHOYHBIMH MaTepruaiaMi B (hopMax, aAarnTHPOBAHHBIX K OTPAaHHUEHHSIM UX 3/I0POBbS
U BOCTIPUSTHS HH(POPMAIIH:

Lna auy ¢ napyuwenusmu 3peHus:

- B [1e4aTHOM (hopMe YBETUUECHHBIM HIPUPTOM,

- B (hopme 371eKTPOHHOTO JOKYMEHTA,

- B hopme aynuodaiina,

- B ICUaTHOHM (opme Ha si3bike bpaiins.

nsa nuy ¢ napywenusmu cryxa:

- B IIeYaTHOH (opme,

- B (hopme 31eKTPOHHOTO TOKYMEHTA.

Jnsa auy ¢ napyuenusmu OnopHo-08UamenbHo20 annapama.

- B IeYaTHOH dopme,

- B (hopme 371eKTPOHHOTO JOKYMEHTA,

- B popme ayauodaiina.

8. PecypcHoe obecnieyeHne

Ilepeyennb auTEpaTypsbl

1.

BaiinuxoBa H. JI. AHrmuiickuil sI3bIK A TeXHUYEeCKuX HampaBieHudd (Bl - B2): yueOHoe
nocodue / baiinukoBa Haranbs Jleonunosna, [laBunenko Enena Cepreesna. - M.: FOpaiir, 2019.
- 171 c. - (bakanaBp u maructp. AkaieMU4YeCcKui Kypc).

Becenuna H. A. AHrIniCKuil S3bIK JUIs1 ”H)KEHEPOB KOMIBbIOTEpHBIX ceTeil: [IpodeccronanbHblii
Kypc: yueOHoe mocodue / becenuna Hartanest AnaronseBHa, benoycos Brnagumup OpreBuu. - 3-
e u3f.,crep. - CI16.: Jlanp, 2018. - 348 c.: ni. - (YueOHUKY 17151 By30B. CrieriuanbHast JIMTepaTypa).
I'aparyas C. U. AHrnumiickuii 361K B cepe HHPOPMAIIMOHHBIX CUCTEM U TeXHOJIOTul / ["aparyns
Cepreit UBanosuu. - M.: Knopyec, 2018. - 422 c. - (bakanaspwuar).

Koxapckas E. 3. AHMmMiicKuil sI3bIK 171 €CTECTBEHHOHAYYHBIX HAINpaBICHUN: y4eOHUK WU
NPAaKTUKYM JJIs akageMuyeckoro OakanaBpuara / Koxapckas Enena DnyapnosHa, llleBsipaseBa
JIunus Hwuxonaesna, Mopryn Haranes JleoHunoBHa; oOTBEeTCTBeHHBIM penaktop JI. B.
[Tony6uuenko; perenzentsl B. . HoBoapanosa, A. 1. Komaposa. - M.: FOpaiit, 2017. - 311 c. -
(bakanaBp. AkagemMudeckuii Kypc).

KpacnoBa T. U. Aurnuiickuii si3bIK JUIs CIIEIIMATIMCTOB B 00JIaCTH HHTEpHET-TexHoIorui. English
for internet technologies :[DnexTpoHHBIN pecypc| : yuyeOHOe mocoOue I aKageMHUYECKOTO
6akanaBpuata / Kpacnosa TaTtbsina MIBanoBHa, Buuyros Bnagumup Hukonaesny; HanmonanbHbIi
HCCIIeTOBATENBCKUI TOMCKHH MOMUTEXHHUECKUI YHUBEPCUTET. - 2-¢ m31. - M.: FOpaiir, 2021. -
205 c. - (Boiciee obpazoBaHue).

CrorumeBa, O.H. Awnrnuiickuii s3pik ans WT-nampasnennii. English for Information
Technology : yueb6noe mocodme mis By3oB/ O.H. CrorameBa. — Mocksa : M3maTenbcTBo
Opaiir, 2021. — 143 c. — (Bricmiee oOpa3zoBanne). — Tekct : anekTpoHHbI / IBC «tOpaiiTy.
URL: https://urait.ru/viewer/angliyskiy-yazyk-dlya-it-napravleniy-english-for-information-
technology-472846#page/l (nara obpamenus: 27.03.2021).
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7. Murphy R. English Grammar in Use: A self-study reference and practice book for intermediate
students: With answers and ebook / Murphy Raymond. — Cambridge: Cambridge University Press,
2019. — 381p.

IIpodeccnonanbubie 0a3bl JAHHBIX M HHPOPMALMOHHBbIE CIIPABOYHbIE CHCTEMBI
1. YuuBepcutetckas 6ubanoreka onnaita (3b6C) — www.biblioclub.ru;
2. Dnekrponno-oubnmmoreunas cucrema (OBC) «Jlans» — http://e.lanbook.com/;
3. Dnekrponno-6udaroTeunas cuctema (ObC) ZNANIUM — www.znanium.com;
4. Dnexrponno-oubaroreunas cucrema (ObC) «tOpaiit» — https://biblio-online.ru/
5. Online Cambridge Dictionary (cnosaps) — https://dictionary.cambridge.org/ru/
6
7
8
9

. Online Collocation Dictionary (cmosaps) — http://www.freecollocation.com/
. Online Longman Dictionary (cioBaps) — https://www.ldoceonline.com/
. Online Macmillan Dictionary (cioBaps) — https://www.macmillandictionary.com/
. Kembpumkckas kamkHast moika — https://bookshelf.cambridge.org/
10. OGpa3zoBarenbHast OHJIAWH M1aThopMa C JEKIUAMH, ypokamu U ap. — https://www.ted.com/
11. OOyuaromiuii HOBOCTHOM OHJIalH-pecypc — https://breakingnewsenglish.com/
12. OoOyuaromuii onaitH-pecypce — https://test-english.com/
13. OGyuaronmii onnaita-pecypc BBC — https://www.bbc.com/russian/learning-english-41003378
14. Oo6yuarommii onnaiin-pecype British Council — https://learnenglish.britishcouncil.org/
15. Oo6yuaromuii onnaita-pecypc Cambridge English — https://www.cambridgeenglish.org/
16. OunaitH  pecypc craredf, BuIeoMaTepuana [0  PA3IUYHBIM  HANpPaBICHUSAM  —
https://www.newscientist.com/
17. Ounaiin pecypc craTeil, BHICOYPOKOB IO pPa3IHYHBIM TEXHHUUYECKUM HAMNpaBICHUSIM —
https://www.allaboutcircuits.com/
18. Omnaiin pecypc crareii Mo pa3nu4HbIM HanpasieHusm — https://www.oxfordreference.com/
19. Owunaiin pecypc crareil Mo pa3nmMuHbIM HampaBiieHusM — https://academic.oup.com/journals/
20. CnoBaps MynbTHTpaH — https://www.multitran.com/

Heo0xoaumoe nporpaMmMHoe odecriedeHne
Hcnonp3yemoe mporpaMMHOe o0ecTieyeHHe:
Hcnonb3yeTcs TUIEH3MOHHOE TporpaMMHOe obecriederue: MS Power Point, MS Word.

Heo0xonnmoe maTepuajibHO-TEXHHYECKOe o0ecnieyeHne

VY4eOHble ayIUTOpUM JUIS TPOBENEHUS MPAKTUUYECKUX 3aHATUN, TEKYLIEro KOHTPOJd U
HpOMG)KyTO‘IHOﬁ aTTECTAalluU, a4 TAKKC [IOMCIICHUS U XPAHCHUA U HpO(i)I/IJ'IaKTI/I‘leCKOFO O6CJ'Iy)KI/IBaHI/I$I
ydeOHOro 00OpyJOBaHUs, YKOMILJIEKTOBAHBI CHCIUAIM3UPOBAHHOM MEOENIbI0 U TEXHUYECKHUMHU
CpeACTBaMU O0YYEHHUs, CIyKAIIUMH [T IPEACTaBIeHHs yueOHOM nHpopMaIi.

[Tepeduersr o0opyaOBaHUS, UCIIOJIB3YEMOTO MPU OCYIIECTBICHUH 00pa30BaTEIHHOTO MpoIecca 1o
JUCLIUTIIIMHE:

— HOYTOYK,

— IIPOEKTOD,

— JKpaH,

— TCJICBU30P C BO3MOXHOCTBHIO IOJKIIFOYCHUSA CCTU ((I/IHTepHeT»

OOyyaronyecs M3 YUCIIa UHBAIWJIOB U JIUI] C OTPAaHUYEHHBIMH BO3MOKHOCTSIMH 3JJ0POBBSI MOTYT
HCIIOJIB30BAaTh CIICIUAIIM3UPOBAHHOC IIPOTPAMMHOC U MATCPUATIBHO-TCXHUYCCKOC o0ecrieueHue:

- oOydaromiecs ¢ HapyIICHUSIMUA OIOPHO-IBUTATEIIFHOTO amnmapara Ipu HEOOXOIUMOCTH MOTYT
HCIIOJIB30BAaTh aJalITUBHBIC TCXHUYCCKUC CPCACTBA: (I)yHKLII/IIO «CCHCOpHAad KJIaBHUATYypa», «KYIIPABJICHUC
YKa3aTCJIEM MBIIIHN C KJIaBUaTypbl», CIICHHAJIBHO O60py,I[OBaHHI>Ie ,Z[)KOﬁCTHKPI, YBCINYCHHBIC BLIHOCHBIC
KHOIIKH, KJIaBUATYPhbI C 60JII>H_II/IMI/I KiIaBUIIIaMU WJIN HAKJIaAKHN ((KJIaBI/ITa»;

- 00yyaromuecs ¢ OrpaHMYCHUSIMH TI0 3PEHHUIO MOTYT MPOCIYIIATh JOCTYITHBIN aylnoMaTeprat uin
NPOYUTATh TEKCTHI, YBEITMUYMUB MIPUQT HA SKpaHEe MOHUTOpA KOMIIbIOTepa. PeKoMeH1yeTcst HCIoIb30BaTh
SKPaHHYIO JIYMy U JIPYyTU€ BU3YaJIbHBIC BCTIOMOTATEIbHBIE CPECTBA, YTOOBI U3MEHHUTH MPU(DPT TEKCTa,
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http://www.biblioclub.ru/
http://e.lanbook.com/
http://www.znanium.com/
https://biblio-online.ru/
https://dictionary.cambridge.org/ru/
http://www.freecollocation.com/
https://www.ldoceonline.com/
https://www.macmillandictionary.com/
https://bookshelf.cambridge.org/
https://www.ted.com/
https://breakingnewsenglish.com/
https://test-english.com/
https://www.bbc.com/russian/learning-english-41003378
https://learnenglish.britishcouncil.org/
https://www.cambridgeenglish.org/
https://www.newscientist.com/
https://www.allaboutcircuits.com/
https://www.oxfordreference.com/
https://academic.oup.com/journals/
https://www.multitran.com/

MEXCTPOUYHBIM MHTEPBAJ, CHHXPOHHU3AIMI0 C PEYbl0 U T.J., MPOTrPaMMbl 3KPAHHOTIO JOCTyMa
(CKpUHPUAEPHI I IPOUYTEHUS TEKCTOBOM HH(OPMAINK Yepe3 CHHTE3UPOBAHHYIO PEUb) H/HITH BKIIOUHUTh
(GYHKIMIO «IKPAHHOTO JTUKTOpPa» Ha MEPCOHAIHLHOM KOMIIbIOTEpPE C OlepanroHHoi cucteMoii Windows
7, 8, 10, Vista, XP. CrTymeHTbl C TOJHBIM OTCYTCTBHEM 3pEHHUS MOTYT HCIOJb30BaTh TEKCTHI,
HaneyaTtaHHble mpudrom bpaiins, a s Habopa TekcTa Ha KOMIIbIoTepe — KilaBuaTypsl bpaiins;

- oO0ydJaromuecs C OrpaHHYEHUSIMH TI0 CIYXY MOTYT BOCIOJB30BaTbCsS WHMBHYaTbHBIMH
TeXHUYECKUMHU cpeacTBamu (ammapatbl «[7olyc», «MoOHOMOrY», HHIWBUIYATbHBIMH CIYXOBBIMHU
amnmaparaMy, KOMIBIOTEPHOW —ayJHOTapHUTYpOH, HAyIMIHHKaMH M Jp.) MpH [POCIyIINBAaHUU
HE00X0 MO HH(OpPMALIKH, a TAKXKE YCITyraMH CypI0NepeBOAUHKa.

[Tpu HEOOXOMUMOCTH OOydaroIIMecs C OrPAaHMYCHHBIMH BO3MOKHOCTSIMHU 3/I0POBBSI U WHBAJIUIBI
00€eCIIeunBarOTCs TICYaTHBIMU M (MJIH) AJICKTPOHHBIMU 00pa30BaTeIbHBIMU pecypcaMu (oOpa3oBaTebHas
nporpamMma, y4eOHUKH, yueOHbIe TocoOus M 1p.) B (opMmax, aJanTHPOBAHHBIX K OTPAHUYCHUSAM HX
3JI0POBBS U BOCTIPUSATHUS HHPOPMAIUH:

JUist U1 ¢ HapyIIEHUSIMH 3pSHHS:

- B [Ie4aTHOHN (hopMe YBETUUECHHBIM HIPUPTOM,

- B (hopme 371eKTpOHHOTO JOKYMEHTA,

- B hopme aynuodaiina,

- B ICUaTHOHM (opme Ha si3bike bpaiins.

Jlist i1 ¢ HapyIIeHUSIMH CTyXa:

- B IIeYaTHOH (opme,

- B (hopme 31eKTPOHHOTO TOKYMEHTA.

Jist U1 ¢ HapyIIEHUSIMH OTIOPHO-/IBUTATEIBHOTO amnapara:

- B IeYaTHOH dopme,

- B (hopme 371eKTPOHHOTO JOKYMEHTA,

- B hopme aynuodaiina.
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HPUJIOKEHHUE

DoHABI OLICHOYHBIX CPEICTB 0 AMCHUILIMHE
«/HOCTPaHHBIH A3BIK B NPO(PECCHOHANBHOMN AeATETbHOCTH»

TunoBbie KOHTPOJIbHBIC 3alaHUA U UHBIC MaTEpHuaJbl, HBOﬁXOI{HMLIe AJId OHEHKHU pPe3yabTaToB
oﬁy'{ennﬂ, XapaxkTrepulywinue (])opanOBalme KOMIICTCHIIUHA

Metoauka (HOpMHUpPOBaHUS PE3YJIBTHUPYIOIIEH OICHKH 0a3upyercss Ha y4yeTe pPe3yibTaToB IO
ATHOAIIBHOM 1IKajle BCEX BUIOB KOHTPOJIS.

Ilpomesicymounas ammecmayus 8 UMO2080M  cemecmpe  U3YUeHUs  OUCYUNIUHLL -
ougpepenyuposannwiti 3auém. [llkanra oyenusanus — nAMUOALILHASA.

IIpomesicymounas ammecmayus 6 5—1 cemecmpax — sauem. Lllxanra oyenusanus — 3aumeno/me
3aumeHo.

Jlns 3auema:

CTyaeHT A0JKEH BBINOJHUT BCE BUBI TEKYIIETO KOHTPOJIA, 3a/IaHUsI HAa 3a4€Te, YUUTHIBACTCS TAKKE
MoCenaeMocThb 3aHaTuid. Ha 3auére mpoBoauTCsl coOeceI0BaHNe TI0 TEMaM.

B cinydae akTuBHO# paboThl Ha MPAKTUYECKHUX 3aHATHUSAX MO AMCLUMUILUIMHE, a TAK)Ke HATMYHS OILICHOK
«3a4TEHOY 32 BCE JOMAITHUE Pa0OTHI M TECTHI CTYICHT MOXKET OBITH OCBOOOXKJICH OT OTBETA HAa BOIIPOCHI
K 3a4eTy U aBTOMAaTUYECKU MOIYYUTh OLIEHKY «3aUTEHOY.

[To cormacoBaHWIO C TIpEIoaaBaTeieM O0ydJaromeMycs MOTYT OBITh JOOABJICHBI JOTOJHUTCIILHEIC
(OonycHBIE) OaUIBI 32 AKTUBHOE Y4acTHE B HAYYHO-UCCIIEIOBATEIBCKOM padoTe, 3a y4acTue B 3HAYMMBIX
y4eOHBIX ¥ BHEYUYEOHBIX MEPONPUATHIX Kadeaphl U BHICTABJICH 3a4ET «aBTOMATUUYECKH.

Kpurepun orieHku oTBeTa CTyA€HTA Ha 3aueme 10 TUCIUILINHE!

. «324TEHO0» CTaBUTCS CTYJEHTY, JIOTUYHO U MOCJIEI0BAaTEIbHO OTBETUBILEMY Ha BCE ITOCTABICHHBIE
BONPOCH U MPOJAEMOHCTPHPOBABIIEMY CBOOOJHOE/  JIOCTAaTOYHO  BBICOKYIO  CTENEHb/
IIOCPEACTBEHHOE  BIIQJICHUE YCTHOM PELUENTUBHOW M INPOAYKTMBHOM HHOSI3BIYHON pEYblO, B
nporecce KOTOPO#l CTYAEHT HE JOMycKaeT/momyckaeT HeOOJbIIoe/0MyCKaeT 3HAYUTEILHOS
KOJINYECTBO CEPhE3HBIX I'PaMMaTHYECKHX, JICKCMUECKUX M CTHJIMCTMYECKHX OHIMOOK, a TaKxke
ONepUpyeT  MOJHBIM/HETIOIHBIM HabOpOM  JIEKCHUKO-TPAaMMAaTUYE€CKUX M KYJIbTYpHO-
parMaTHYECKUX CPEJCTB OMPENEICHHOIO S3bIKOBOTO YPOBHS, OJHAKO OMIMOKHM HE MPUBOIAT K
c60sM B mporiecce OOIIEeHUs WK ePUOJMUECKH MELIAl0T YCIEIHON KOMMYHUKAIUH.

o «He 3a4YTEeHO0» CTAaBUTCS CTYJEHTY, OTBETHUBILIEMY HE Ha BCE IOCTABIIEHHbIE BONPOCHI W/WJIH B
cllyyae OTBETOB, COJIEPKAIIUX IPYObIe (haKTHUECKUE U/UITM TEPMUHOIOTMUECKHE OIIMOKHU, KOTOPBIE
HE MO3BOJISIOT €MY OCYIIECTBISATH KOMMYHUKALIMIO HA HHOCTPAHHOM SI3bIKE B Han0OJI€e TUITUYHBIX
CUTYalUAX MPOPECCUOHAIBHOTO W/WIK OBITOBOTO OOLIEHMS; TPOAEMOHCTPHUPOBABILIEMY HEYMEHHE
a/IeKBaTHO pearupoBaTh Ha WHOCTPAHHOM SI3bIKE€ Ha OOpAlllEeHHYI0 K HEMY WHOS3BIYHYIO PEYb,
CBA3aHHYI0O C  OOCYXIEHHEM  MpPeIyCMOTPEHHBIX  IPOrpaMMOl  TOBCEIHEBHBIX U
po(hecCHOHANBHBIX TEM.

s oughghepenyuposannozco 3auema.

CTyneHT JOMKEeH BBITIOTHUTH BCE BHUJBI TEKYIIETO KOHTPOJS, 3alaHus Ha AuQQEpeHInPOBAHHOM
3a4eTe, YUYMTHIBACTCSA TaKXKe IMoceniaemMocth 3ausaTuid. Ha auddepentmpoBaHHOM 3a4€Te MPOBOAUTCS
co0eceoBaHUE IO TEMaM.

[To pe3ynbpraram pabOThI B cEMECTPE CTYACHT MOKET MOJYIUTh aBTOMAaTHYECKYIO OLICHKY 5, 4 nu 3
U MOeT AuQdepeHIIMPOBAHHEIN 3a4eT He cAaBaTh. [Ipu )KeTaHUH MOMBITATHCS MMOBBICUTH CBOIO OIICHKY
CTYJEHT UMEET IPaBO OTKA3aThCS OT aBTOMATUYECKOM OLIEHKU U cAaTh AU dEepeHINPOBAHHBIN 3a4eT.
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CTyneHT, He TIOJIYYMBIIMN aBTOMAaTUYECKOW OIICHKH, 00s3aH caaBaTh AuddepeHIIMPOBAaHHBIN 3a4eT,
JIMKBUUPOBAB IIEPCI 9TUM BCC 3aJOJDKCHHOCTHU 110 JUCHUIIIIUHE 10 HpOfII[GHHOMy Marcpualy.

[To cormacoBaHuiO C TIperojaBareieM O0y4arouieMycs MOTYT ObITh JA00aBJICHBI JTOMOJHUTENbHbIC
(OoHyCHBIE) OAUTBI 32 AKTUBHOE YYaCTHE B HAYYHO-UCCIICIOBATEILCKON padoTe, 3a y9acTHe B 3HAYMMBIX
yueOHBIX ¥ BHEYUEOHBIX MEPONPUITUSIX Kaeapbl U BHICTABICH 3aU€T «aBTOMATHUECKU.

Kputepuu onieHKH OTBETa CTy/IeHTa Ha Oughhepenyuposannom 3aueme 1o TUCUUILUINHE:

OIICHKA «OTJHMYHO» CTaBUTCSA CTYACHTY, JIOTMYHO W IIOCJIEIOBATEIbHO OTBETHUBIIEMY Ha BCE
MOCTaBJICHHBIC BOMIPOCHI M IMPOIEMOHCTPHUPOBABIIIEMY CBOOOIHOE BJIa/ICHUE YCTHON PELeITUBHON
Y TIPOJYKTUBHOW WHOS3BIYHOW PEYbI0, B MPOIECCE KOTOPOH CTYJAEHT HE JIONMYCKAeT CEPhE3HBIX
rpaMMaTHYECKUX, IEKCHYECKUX U CTHIIMCTUICCKUX OINOOK, a TAKXKE OMEPUPYET TOTHBIM HA00OpOM
JICKCUKO-TPAMMATHYECKUX U KYJIBTYPHO-TIParMaTHYECKUX CPEICTB OMPEICIICHHOTO S3BIKOBOTO
YPOBHSI.

OIICHKa «XOPOILUO» CTAaBUTCS CTYICHTY, JIOTHYHO M MOCIEAOBATEIbHO OTBETHUBIIEMY Ha BCE
MOCTaBJIEHHBIE BOIIPOCHI U MPOJIEMOHCTPUPOBABIIEMY TOCTATOYHO BBICOKYIO CTEIIEHB BIIAJCHUS UM
BceMHU (DOpMaMH YCTHOW MHOSI3BIYHOM PEeuH, B IPOIECCE KOTOPOU CTYJIEHT JOIMYyCKaeT HeOOIbIIOe
KOJIMYECTBO JICKCUYECKUX, TPAMMATUYECKHX, CTHIMCTHYCCKHUX OIIMOOK, OJIHAKO OIIMOKH, KaK
MIpaBUJIO, HE IPUBOAAT K COOSIM B Mpoliecce OOIeHHUs.

OIICHKA «YyI0BJIETBOPHUTEIbHO» CTAaBUTCS CTYICHTY, OTBETUBIIEMY HEIOCTATOYHO JIOTUYHO U
MOCJICIOBATEIPHO HA TIOCTaBJICHHBIC BOMPOCHI W TPOIACMOHCTPHPOBABIIEMY IOCPEICTBEHHOE
BJIaJICHHE OOJIBIIMHCTBOM YMEHUHN MHOS3BIYHON PEUH, IOMYCKAOIIEMY 3HAYHTEIFHOE KOJTHIECTBO
OIINOO0K, KOTOPBIE MEPHUOTUIECKH MEIIAIOT YCIEITHOW KOMMYHUKAIIHH.

OILICHKA «HEeYI0BJeTBOPUTEIbHO» CTaBUTCS CTYJIEHTY, OTBETHBIIEMY HE Ha BCE MOCTABIICHHBIC
BOIPOCHI U/WJIM B CIIy4ae OTBETOB, COJIEPKALINX IpyOble (pakTHUEeCKHE U/UIN TEPMUHOJIOTHYECKHE
OIMOKHU, KOTOPBIE HE MO3BOJISIIOT €My OCYIIECTBIISATh KOMMYHUKAIIMIO HA HHOCTPAHHOM SI3BIKE B
HauOojee TUMUYHBIX  CHUTyalusX NpodecCHOHAaIbHOTO  W/HIKM  OBITOBOTO  OOIICHHUS,
MPOJICMOHCTPHPOBABIIEMY HEYMEHHE aJCKBAaTHO pearupoBaTh Ha HMHOCTPAHHOM SI3BIKE Ha
oOpallleHHyI0 K HEMY HWHOS3BIYHYIO peUb, CBS3aHHYIO C OOCYXJICHHEM TIPeTyCMOTPEHHBIX
MIPOrPaMMO¥ MIOBCEAHEBHBIX M MPO(PECCHOHATBHBIX TEM.

CucreMa OIICHKH pE3YJITATOB MeCmupo8anus Ol meKywee0 KOHMPOJsi— 3aumeHo/He 3aumeHo/
nAMUOAIIbHAA.
Kpurepun onenku:

olleHKa «3auTeHo» ctaButcs 3a 70—100% BepHBIX OTBETOB,

OIIEHKa «HE 3a4TeHO» cTaBUTCS 32 0—69% BEpHBIX OTBETOB.

oleHKa «oTan4Ho» ctaButcs 3a 90—100% BepHBIX OTBETOB,

OIIeHKa «xopotro» ctaButcs 3a 80—89% BepHBIX OTBETOB,

OLIEHKA «yJIOBJIETBOPUTENHHOY» cTaBUTCA 32 70—79% BepHBIX OTBETOB.

Iocewaemocmo 3ansmuil.

CTygeHT JOJDKEH MocelaTh BCE 3aHATHS B paMKax JaHHOro Kypca. CTyIeHT, MpOMyCTHUBIIUN
MEPOTIPUSATHS 110 TEKYIIEMY KOHTPOJIIO YCIIEBAEMOCTH 110 YBAKUTEIBHON MPUYNHE, TODKCH MPEIbIBUTH
MPENO/IaBaTell0 OINpaBAaTEIbHbIE JOKYMEHTHl (MEAUIMHCKYIO CIpPaBKy, MOBECTKY B BOEHKOMAT,
MOBECTKY B CyI W Jp.), KOTOPBIC YYUTHIBAIOTCS TIPU TOJBEICHWHW HMTOTOB TEKYIIEro KOHTPOJIS
YCIIE€BAEMOCTH.

IlepeyeHnb BONpPOCOB, BHLIHOCUMBIX Ha 3a4eT (5 cemecTp)

Co0eceroBaHue 1Mo TeMaM.
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History of the Internet
Internet Privacy

Internet services

Online payment systems

NS

IlepeyeHb BONPOCOB, BHLIHOCUMBIX Ha 3a4eT (6 cemecTp)
Co0eceroBanue 1o TeMaM:
1. E-mail service
2. Personal web page
3. Internet security

IlepeuyeHb BONpoOCoOB, BRIHOCUMBIX Ha 3a4eT (7 cemecTp)
Co0eceroBaHue 1Mo TeMaM.
Artificial Intelligence
Flash memory
Hard disk drive
The features of the Internet
Steve Jobs’ life stories

Computer games

oURwWNE

Ilepeyenb BOpPocoB, BLIHOCMMBIX HA Ju(depeHIMPOBAHHBII 3a4eT (8 cemecTp)
CobeceroBanue no TeMam:
1. Digital farming
2. Texting issues
3. Password entropy
4. Online learning

Jomaminue padoTsl

5 cemecTp

No Tema 3amanus Heaels

11 | p. 8 task 3 — kpaTkoe u3I0KEHHE TEKCTa

JI2 | p. 16 Speaking — cocTaBuTh AMaIOT

J13 | p. 21 task 21 — moAroTOBUTH MPE3EHTAIMIO

J14 | p.24 task 7 — nepeBecTH TEKCT

JI5 | p. 26 task 3 — kpaTkoe U3I0KEHNE TEKCTa

J16 | p.32 Speaking — cocTaBUTh THAIOT WIIK TIOATOTOBUTH BBICKA3bIBAHUE

17 | p. 34 task 20 — HanucaTh aHHOTAIIMIO K TEKCTY

JI8 | p. 41 task 7 — moaAroTOBUTH BHICKA3BIBAHHE

J9 | p. 42 task 2 — kpaTKoe M3II0)KEHUE TEKCTa

JI10 | p.51 Speaking task 18 — coctaButh nuanor

J11 | p. 52 task 24, 25 — manucatb 3cce (0HO yIpaKHEHHE Ha BHIOOD)

J12 | p. 52 task 26 — moAroTOBUTH MPE3SHTAIMIO O OJIOTe M MMOKa3aTh CBO OJIor
J113 | p. 56 task 6 — kpaTkoe U3I0KEHHE TEKCTA

J114 | p. 68 task 13, 14 Speaking — cocTaBuTh auanor

JI15 | p. 70 task 17 — namucath aHHOTAIIUIO K TEKCTY

JU16 | p. 72 task 19 — moAroTOBUTH MPE3CHTAIHIO 16
* KpacunoBa T. . AHTIIUHCKUI S3BIK IS CTIICIIHAIUCTOB B 00JIaCTH MHTEpHET-TexHoaorui. English for
internet technologies

SRISIRIEB|lolxo/No|asw v e

6 cemecTp
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Ne Tema 3aanus HEJEIs
J117 | p. 78 task 3 — kpaTkoe H3JI0KEHUE TEKCTa 1
J118 | p.85 Speaking task 13 — moaAroToBUTH BEICKA3hIBAHKE 2
JI19 | p. 88 task 20 — manucarp nucemo 120-180 ciioB 3
J120 | p. 88 task 21, 22 — moAroTOBUTH MPE3EHTALUIO (OJJHO 3aJIJaHHUE HA BHIOOD) 4
JI21 | p. 92 task 3 — kpaTkoe H3JI0KEHUE TEKCTa 5
J122 | p. 97 task 3 — kpaTkoe M3JI0KEHUE TEKCTa 6
J123 | p.104 Speaking task 15 — moAroTroBUTh BHICKA3bIBAHUE 7
J124 | p. 107 task 20 — nanucatp coobmenue 120-180 cios 8
J125 | p. 108 task 21, 22 — moaAroToOBUTH MPE3CHTAIMIO (OIHO 3aJaHUE HA BEIOOD) 9
J126 | p.112 task 6 — nepeBecTH TEKCT 10
J127 | p. 116 task 4 — kpaTkoe U3I0KEHHE TEKCTA 11
J128 | p.126 Speaking task 19 — moAroToBUTH BHICKA3bIBAHUE 12
J129 | p. 128 task 23 — noAroToBUTH NPE3CHTALIUIO 13
J130 | p.129 task 4 — nepeBecTH TEKCT 14

JI31 | p. 132 task 1 — kpaTkoe H3JI0KEHUE TEKCTa 15
J132 | p. 137 Speaking task 7 — cocraBuTh quamor 16

* Kpacnosa T. Y. Aurnuiickuii sI3bIK JUIsl CHEIMATMCTOB B 00JacT UHTepHET-TexHojoruil. English for
internet technologies

7 cemecTp
Ne Tema 3amanus HEIeIIs
J133 | p.14 Discussion — moAroToBUTh MPE3CHTAITUIO 1
134 | p. 14 ex. 1 — make predictions for 2050 3
J135 | p.20 Discussion — moAroToBUTh BEICKA3bIBAHHE 5
J136 | p.27 Discussion — moJAroToBUTh BHICKAa3bIBAHNE 7
J137 | p.32 Discussion — moAroTOBUTh BBICKA3bIBAHHE 9
J138 | p.38 Discussion — moAroToBUThH BEICKA3HIBAHKE 11
J139 | p.44 Discussion — moAroToBUTh BEICKA3bIBAHHE 13
* Croruuesa, O. H. Anrnmiickuit s3pik ansa UT-nanpasnenuii. English for Information Technology
8 cemecTp
Ne Tema 3amanus Heaens
J140 | p.49 Discussion — moAroToBUTh BHICKA3bIBAHHE 1
J141 | p. 50 Comprehension — moAroTOBUTh KPaTKOE U3JIOKEHHUE 110 BOIPOCAM 3
J142 | p.55 Discussion — moJroToBUTh BBICKAa3bIBAHUE 5
J143 | p.60 Discussion — moAroToBUTh BHICKA3bIBAHHE 7
J144 | p.66 Discussion — moroToBUTh OMKMcaHue rpadukos 9

* CroruueBa, O. H. Anrnuiickuii s3bik ais UT-nanpasnenuii. English for Information Technology

Ipumepvt mecmos onsa meKyuieco KonmpoJia
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Progress Test 1 (Units 1, 2)

1. Choose the best variant (A, B or C) to complete the sentences
below.
1. A home network is an example of a
A. LAN
B. WAN
C. server
2. Web pages are stored on a
A. modem
B. client
C. server
3. The speed of an Internet connection is known as its
A. bandwidth
B. ISP
C. wireless access point
4. Which type of Internet service uses existing phone lines and
allows simultaneous Internet and phone usage?
A. Dial-up.
B. DSL.
C. Cable.
A URL is usually typed in a browser's
A. task bar
B. plug-in
C. address bar
6. The words you type into a search bar are known as
A. search terms
B. search results
C. search suggestions
7. ISP stands for
A. Internet Security Pr(:-tocol
B. Internet Service Provider
C. Internet Survey Period
8. The name given to the temporary storage area that a web
browser uses to store pages and graphics that it has recently opened
is

[

A. webspace
B. cache
C. niche
9. The Internet was originally developed by
A. computer hackers
B. the US Department of Defense
C. the University of Michigan
10. Net neutrality refers to
A. the way Wikipedia editors are 11151,rucwd to handle new
entries on their site.
B. a promise by users of some websites that they will not make
critical comments
C. equal treatment of digital content by internet service com-
panies
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2. Read the text and decide which answer (A, B, C or D) best fits
each gap.

INTERNET OF THINGS

The Internet of Things (IoT) is an environment in which objects,
animals or people are (1) with unique identifiers and
the ability to (2) data over a network without requiring
human-to-human or human-to-computer (3) . IoT has
evolved from the convergence of wireless technologies, micro-electro-
mechanical systems (MEMS) and the Internet. The (4)
may also be referred to as the Internet of Everything.

A thing, in the Internet of Things, can be a person with a heart
monitor implant, a farm animal with a biochip transponder, an automo-
bile that has built-in sensors to (5) the driver when tire
pressure is low, or any other natural or man-made object that can be
(6) an [P address and provided with the ability to trans-
fer data over a network. So far, the Internet of Things has been most
closely associated with machine-to-machine (M2M) communication in
manufacturing and power, oil and gas utilities. Products built with M2M
communication (7) are often referred to as being smart.

Internet Protocol version 6's (I1Pv6's) huge (8) in
address space is an important factor in the development of the Internet
of Things. Humans could easily assign an IP address to every “thing”
on the planet. An increase in the number of smart (9) , as
well as the amount of upstream data the nodes generate, is expected to
(10) new concerns about data privacy, data sovereignty
and security.

(Adapted from http://internetofthingsagenda.techtarget.com)

1. A. granted B. provided C. given D. contributed

2. A, transfer B. dispatch C. transport D. deliver

3. A. communi- B. cooperation C. synergy D. interaction
cation

4. A. concept B. theory C. approach D. hypothesis

5. A.stimulate  B. provoke C. alert D. activate

6. A. assigned  B. attached C. downloaded D. charged

7. A. compe- B. skills C. intelligence  D. capabilities
tences

8. A. upgrade B. intensifica- C. maximiza- D. increase

tion tion
9. A links B. nodes C. ties D. knots
10. A. exaggerate B. raise C. rise D. grow
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3. Use the words at the end of a sentence to form one word that
fits in the gap.
1. Most Internet service providers offer broadband Internet access

via a cable, DSL, or fiber . (CONNECT)

2. Broadband refers to high-speed data in which a
single cable can carry a large amount of data at once. (TRANSMIT)

3. Cookies are also used to store user for a specific
site. (PREFER)

4. Every tweet on Twitter, every status update

published on Facebook, and every photo shared on Instagram

contributes to your digital footprint. (POST)

Domain names serve as names for websites and

other services on the Internet. (MEMORIZE)

6. Downloading is the opposite of , or sending data
to another system over the Internet. (LOAD)

1. users may only be allowed to view certain FTP
directories and may not be able to upload files, (ANONYM)

8. The software used in grid computing is called middleware since
it translates the information passed from one system to another

[

into a format. (RECOGNIZE)

9. The only for a computer to join a peer-to-
peer network are an Internet connection and P2P software.
(REQUIRE)

10. If the increase in traffic is so dramatic that it causes the server

to be completely _the server is said to have

been “slash dotted”. (REACH)

IIpuMepbl JOMAIIHUX DﬂﬁOT

S cemecTp
1. p. 8 task 3 — kpaTkoe U3I0KEHUE TEKCTA

Task 3. Read the text and name the stages of Internet development.
THE INTERNET

The Internet is an international computer network that provides
users with access to information stored on thousands of different com-
puter systems that tie together millions of different computers. Differ-
ent systems are able to communicate with each other using TCP/IP,
a set of protocols that defines how computers exchange information
with each other.

The Internet had its foundation in 1969 with the development of
the ARPANET (Advanced Research Projects Agency Network), a
Department of Defense funded project designed to develop and test
networking technology. Originally hosted by four research universi-
ties in the United States, the project was later expanded to include
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other computer systems in the United States, England, and Norway.
By 1983, DARPA (Defense Advanced Research Projects Agency) had
decided on TCP/IP as the standard protocol for inter-system com-
munications over the ARPANET. The network was eventually split
into two separate networks — the ARPANET continued to be used
primarily for research purposes, while the MILNET became a military
network.

In 1986, the National Science Foundation created the NSFNET,
linking together the United States’ supercomputing centers. Originally
intended as a means for universities and other research institutes to
access the ARPANET and exchange information, the NSENET eventu-
ally replaced the ARPANET and became the backbone of today's Inter-
net. Over 10,000 computer systems were connected to the Internet by
1989. Today, the Internet’s backbone is owned and operated by major
Internet Service Providers (ISPs) such as GTE, MCI, Sprint, UUNet,
and America Online. Connected to the backbone are many smaller
networks which include university computing networks, government
systems, and local ISPs.

Today’s Internet has become not only a major research network but
also an enormous electronic medium that facilitates the commercial
exchange of goods and services. Worldwide in its reach, the Internet
has far exceeded its original designers’ expectations and promises to
become the world’s major communications network.

2. p. 16 Speaking — coctaBuTh auamor
Task 15. Work in pairs. Role play the following situation:
Your grandfather doesn’t know anything about the Internet. You
need to explain him how the Internet works in simple words. Make a
dialogue with your partner.

Task 16. Work in pairs. Role play the following situation:

Nelly: You are always trying to be as nice as vou can be. You have
learned all the rules of proper etiquette in your day to day experience.
But when it comes to the Internet, your skills are a bit lacking. You
seem to forget what it means to be nice.

Tina: You are Nelly's friend and you are very concerned about her
lack of manners when it comes to the Internet. It is time to teach her
some online manners. Explain her basic rules of netiquette, teach how
to avoid a flame war, tell about emoticons.

J3. p. 21 task 21 — moArOTOBHUTH MPE3EHTALIHIO
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Task 21. After exploring the recommended websites, you need to give
a presentation of a timeline of key events, technologies, and
people involved in the development of the Internet.

Areas to investigate:
« History milestones (at least 10)
+ Key people (at least 4)
* Pivotal technology (at least 4)
+ Future applications (at least 4)
Recommended websites:
+ http://www.computerhistory.org/internethistory/
« http://www.isoc.org/internet /history/
+ http://www.factmonster.com/ipka/A0193167 html
+ https:;//www.w3.org/History.html
J4. p.24 task 7 — nepeBecTH TEKCT

Task 7. Translate the following text into Russian.

The Internet is formed by connecting local networks through spe-
cial computers in each network known as gateways. Gateway inter-
connections are made through various communication paths, includ-
ing telephone lines, optical fibers, and radio links. Additional networks
can be added by linking to new gateways. Information to be delivered
to a remote machine is tagged with the computerized address of that
particular machine. Once addressed, the information leaves its home
network through a gateway. It is routed from gateway to gateway until
it reaches the local network containing the destination machine. The
Internet has no central control, that is, no single computer directs the
flow of information. This differentiates the Internet from other types
of online computer services, such as CompuServe, America Online, and
the Microsoft Network.

5. p. 26 task 3 — kpaTkoe U3II0KEHUE TEKCTA
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Task 3. Read the text and give a definition of an IP address.

IP ADDRESSES

Each computer on the Internet has a unique numerical address,
called an Internet Protocol (IP) address, used to route packets to it
across the Internet.

Just as vour postal address enables the postal system to send mail
to your house from anywhere around the world, your computer’s IP
address gives the Internet routing protocols the unique information
they need to route packets of information to your desktop from any-
where across the Internet. If a machine needs to contact another by a
domain name, it first looks up the corresponding IP address with the
domain name service, The IP address is the geographical descriptor
of the virtual world, and the addresses of both source and destination
systems are stored in the header of every packet that flows across the
Internet.

You can find your IP address on a Windows computer by opening a
Command Prompt and typing ipconfig. You can find your IP address
on a Mac computer by checking your Network control panel.

Internet sites can and do track your IP address and other informa-
tion. If you want to block or disguise your IP address, an anonymizer
can help.

An IP address is made up of four bytes of information (totaling
32 bits) expressed as four numbers between 0 and 255 shown sepa-
rated by periods. For example, vour computer’s IP address might be
238.17.159.4, which is shown below in human-readable decimal form

and in the binary form used on the Internet.
The Internet Assigned Numbers Authority (IANA) manages the

allocation of 1P addresses to different organizations in various sized
blocks. Most of the address blocks have been allocated to research,
education, government, corporations, and Internet Service Providers
(ISPs), who in turn assign them to the individual computers under
their control.

If you connect to the Internet over a phone line, then your IP
address is probably assigned dynamically by your Internet service pro-
vider from an available pool of addresses each time you log on. If your
computer is permanently connected to an Internet network, such as at
the office or on a high speed home connection, then your IP address
could be permanently assigned or could be reassigned each time you

reboot vour computer.
J16. p.32 Speaking — cocTaBUTH TUAITOT WJIH ITOATOTOBHUTH BHICKAa3bIBAHHE
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Task 17. Work in groups and discuss such topic as Internet
scandals.

The web is a great way to deliver information, but it's also a great
way to expose, spread, or jump-start a scandal. What Internet scandals
do you know? How did they affect people’s lives? What is your opin-
ion to this problem?

Task 18. Work in pairs. Discuss the problem described in the
situation below with your partner.

In 2010, BlackBerry phones were declared a “security threat” in the

United Arab Emirates. Services that were “too secure” (e.g., Messen-

ger) were banned by the government. Should communication provid-
ers cooperate with governments who want to monitor their citizens’

activity this closely?

7. p. 34 task 20 — HanucaTh aHHOTAIIHIO K TEKCTY

Task 20. Read the text and write an annotation according to the
plan above. Use the following clichés:

The text (article) under review poses the problem of ...

The article deals with the important problem of ...

The main idea of the text is ...

At the beginning (of the text) the author puts forward a new
hypothesis of (on) ...

The author gave a comprehensive analysis of (sound proofs of, pre-
cise characteristic of the method) ...

The article begins with the analysis of ...

Then (after that, further on, next), the author passes on to (gives a
detailed analysis, goes on to say that) ...
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The author emphasizes the idea that ...

In his (her) work the author proved that (found out that, shared
the idea that) ...

The author contributed greatly to ...

To finish with, the author developed (worked out) ...

At the end of the article the author draws the conclusion that (sums
up by saying) ...

The author comes to the conclusion ...

SNEAKY WAYS TO GET AROUND THOSE INTERNET
PRIVACY ISSUES

It is nearly impossible to maintain privacy online. Users may be giving
out personal information, including e-mail addresses and contact informa-
tion, without knowing it. There are many ways for users’ privacy to be vio-
lated online. However, there are some ways to avoid these privacy issues
and to get around them. Properly configuring the web browser is one way
to ensure that privacy is not invaded. In the browsers’ Setup, Options, or
Preferences menus users have the option of using a pseudonym instead of
their real names; users may also withhold their e-mail address and other
personally identifiable information. It is also advisable to turn on cookie
notices in the web browser and use cookie management software. A lot of
cookies can be used for data mining purposes — to track how much time
a user spends on a specific web site, what links are clicked on, and other
details a company would record for marketing purposes.

If users are mailing to an unknown party, posting to a newsgroup,
mailing lists, chat rooms, and other public spaces on the Internct that
mentions their e-mail address, they should use a pseudonymous or alter-
nate e-mail address. Users should only use their main e-mail address on
small, members-only lists, and with individuals they trust. Free e-mail
service providers, such as Yahoo! and Hotmail, are best for creating a
side e-mail account. Users should never give their personal details to
strangers or other users they just met. It is important for users to realize
that they can’t trust any person that is asking for their personal infor-
mation online. There is a lot of personal information users may prefer
to withhold until the in-person meeting. Such information includes full
name, place of employment, phone number, and street address.

JI8. p. 41 task 7 — moAroTOBUTH BBICKA3bIBAHHE

T'ask 7. How do you think, will it be possible to view web pages
on the Internet without identifying your personality in ten
years’ time? Is it possible nowadays?

9. p. 42 task 2 — kpaTKoe H3JI0KEHHE TEKCTa

Task 2. Five sentences have been removed from the text. Choose
from the sentences A—F the one which fits each gap (1—5).
There is one extra sentence which you do not need to use.

THE WORLD WIDE WEB — WHAT IS IT?

Contrary to common misconceptions, the World Wide Web is not
exactly the same thing as the Internet. The Internet describes the over-
all infrastructure that allows sharing of computer resources worldwide.

(1)

But the Internet encompasses other systems for exchanging infor-

mation, including FTP sites, telnet and TN3270 resources, IRC relay
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chat systems, and USENET news groups, to name a few. What distin-
guishes the Web from all the other Internet resource systems is its look
and feel. Using the hypertext transfer protocol (HTTP) to exchange
information over the Internet, web sites can provide users with media
rich resources. (2) .

The Web makes extensive use of the graphical user interfaces
(GUIs) that are common both to PCs and to Macs, thus providing
a richer and more entertaining experience. All current web browsers,
such as Netscape and Microsoft Internet Explorer, support the full
media capabilities of the World Wide Web as well as providing sup-
port for other Internet protocols.

(3) . His idea was to provide an international medium
of exchange that would facilitate the sharing of information and ideas
among CERN's members. is proposal laid the foundations for hyper-
text markup language (HTML) and the attendant protocols for orga-
nizing and sharing HTML documents over the Internet.

Although the Web began in relative obscurity, the eventual suc-
cess of Berners-Lee's idea is obvious today — most of the resources
that people locate on the Internet now are web pages, designed to offer
users graphical, hyperlinked access to a wealth of textual, visual, and
audio materials. As new systems come online, the overwheliming major-
ity will be designed with the web interface in mind.

4) . HTML allows users a non-linear approach to find-
ing information and works more like the way people think — as inter-
est dictates, the mind follows. Web pages are designed to allow users
to follow clickable links to related or other information as the need
or desire arises. Search engines or web directories can help users find
materials by keyword and then provide hyperlinks to the information
located.

ftp://frp.novell.com This address connects you to Novell's
anonymous FTP site, where people using
Novell software can download file updates

http:/ /www.unf.edu This address connects you to the University
of North Florida's Homepage. Documents
maintained here are in IITML format. The
addressing convention “http” identifies this
address as a hypertext site

news://usenet.unf.edu 3) . If you are using Netscape,
you will get a pop-up window that lets you
browse and read news

telnet:/ /locis.loc.gov If you have installed a telnet helper for your
browser, this command will connect you via
telnet to the Library of Congress's OPAC

tn3270://nermvs.nerde.ufledu | This will open a 3270 telnet session to
LUIS, Florida's State University System
OPAC

(Adapted from http://wwwunf.edu)

A. They may include pictures, video, sound, and other graphical
content.

B. The Semantic Web will also play a role in trustworthy transac-
tions.

C. Navigating the Web is facilitated by using the hypertext markup
language (HTML).

D. The Web is a part of this network and is, indeed, probably the
best known and most used part of the Internet.

E. This will connect you to a list of newsgroups maintained by the
University of North Florida.

F. Development of the Web began in 1989 as the result of a pro-
posal by Tim Berners-Lee of the European Particle Physics Lab-
oratory (CERN).

J10. p.51 Speaking task 18 — cocraBuTh auanor
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Task 18. Role play the following situation in pairs:

Steve: You love looking for information on the Internet. You can
spend hours looking for one small piece of information because you
love to see where other links go. You are not too knowledgeable about
how to get the information you are looking for, but at least you know
it is out there.

Steve’s father: You are very concerned about the time vou feel your
son is wasting on the Internet. You do not see the Internet as a valuable
source of information and would much rather see Steve using a book
to gather information. It is time to learn how much the Internet really
does have to offer.

J11. p. 52 task 24, 25 — vanucatb 3cce (0HO yIpakKHEHUE Ha BBIOOD)

Task 24. Write an article to a magazine intended for Internet
beginners. Describe your favorite search engines,
their strong and weak points. Analyse Internet search
strategies and give advice on choosing the best ones.

Task 25. Imagine that you work for the government of a country
in which few people use the Internet. Write a report
describing how the Internet can help your country.

J12. p. 52 task 26 — moAroTOBHUTH MPE3CHTAIIMIO O OJI0Te M MOKA3aTh CBOM OJI0T
Task 26. Carry out a research on the Internet.

Take a look at the websites from the following groups: Blogs and
Not Blogs.

Blogs Not Blogs
http://www.boingboing.net/ htep:/www.apple.com/
http://www.creativeblog.com/ http://news.google.com,/
http://www.aluxurytravelblog.com/ http://mytimes.com/
http://politicalserapbook.net/ http://www.microsoft.com/
or any other blog web site

As vou look at some of the sites, discuss the following with your
group:

« What common features do vou notice among the blogs?

+ Are there some features common to some, but not all, of the blogs?

« What primary differences you notice between the blog sites and
the non-blog sites?

Now, give a definition of a blog. As you ereate your definition, consider:

+ What are the key characteristics of a blog?

« What makes a blog a blog?

+ Are there “essential elements” of a blog?

At last, work on your own and create a blog using the free online
tool Blogger (http://www.blogger.com). While planning vour blog
answer the following questions:

« Who is your audience?

+ What is the focus of vour blog?

« What will you call your blog?

When your blog is ready, demonstrate it to the group. Choose the
best blog.

J13. p. 56 task 6 — kpaTkoe u3nOKEHHE TEKCTA
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Task 6. Read the text and translate it.

FILE TRANSFER PROTOCOL

The File Transfer Protocol (FTP) was one of the first efforts to cre-
ate a standard means of exchanging files over a TCP/IP network, so
the FTP has been around since the 1970's. The FTP was designed with
as much flexibility as possible, so it could be used over networks other
than TCP/IP, as well as being engineered to have the capability with
exchanging files with a broad variety of machines. The base specifica-
tion is RFC 959 and is dated October 1985. There are some additional
RFCs relating to FTP, but it should be noted that most of the new
additions are not in widespread use.

The protocol can be thought of as interactive, because clients and
servers actually have a conversation where they authenticate them-
selves and negotiate file transfers. In addition, the protocol specifies
that the client and server do not exchange data on the conversation
channel. Instead, clients and servers negotiate how to send data files on
separate connections, with one connection for each data transfer. Note
that a directory listing is considered a file transfer.

When using FTP, people use FTP client programs rather than
directly communicating with the FTP server. Here’s an example of
using the £tp program on UNIX-like systems. The items the user
types are in bold.

J14. p. 68 task 13, 14 Speaking — cocTaBuTh qHaIOT
Task 13. Work in pairs. Discuss the situation below.

You decide to sell things on the web and create an online shop, Dis-
cuss with your partner what kind of payment systems you can imple-
ment in your website. Are you going to use PSP (Payment Service
Providers) such as PayPal, GoogleWallet, Skrill, ete.? Will you accept
credit cards? Or will you provide cash on delivery? What difficulties
could you face with international buyers?

Task 14. Read the news from a newspaper.

ONLINE RETAILERS BLAME LOST SALES ON NAB
PAYMENT SYSTEM PROBLEMS
JUNE 2, 2015

An online storm is gathering around National Australia Bank, with
businesses blaming thousands of dollars in lost sales on instability
plaguing its secure credit card payment system.

NAB on Tuesday issued a statement to its NAB Transact customers
noting there had been “ongoing” issues with the system over the month
of May, including “log-in issues, time-outs and/or slow performance”.
Merchants reported a system outage had occurred around lunchtime
on Tuesday.

Simon Pallister, managing director at online lingerie retailer Zodee.
com, complained the bank had not given any indication of when the
problem would be solved and suggested he might take his business to
Commonwealth Bank of Australia.

He told Fairfax Media Tuesday’s outage had already cost him thou-
sands of dollars in sales. Many customers were receiving a “timed out”
message upon payment and were potentially heading elsewhere, he said.

(Adapted from www.smh.com.au)

Now act a dialogue between a bank representative and an online

merchant trying to discuss the problem and find a solution.

J15. p. 70 task 17 — nancaTh aHHOTAIHIO K TEKCTY
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Task 17. Read the text and write an annotation. Use the clichés
from Unit 2,

THREE WAYS TO MAKE SURE YOUR ONLINE
CREDIT CARD TRANSACTION IS SAFE

In the age of the Internet and busy schedules, more people are find-
ing it more convenient to do their shopping and banking online. Now-
adays, people are working longer hours and are too busy with other
activities to be able to fit in time to travel to the local shopping center.
Instead they can go straight home from work and with a few clicks of
the mouse, have a package ready to ship to their front door. The Inter-
net now comes first before the importance of the television and tele-
phone. Playing an important part in people’s lives, the computer is the
fastest way to communicate, bank and shop. Many online consumers
are using debit and credit cards to pay for their purchases, while other
methods such as e-wallets, PayPal, mobile and other wireless transac-
tions are following close behind.

The Federal Trade Commission (FTC) wants all online consum-
ers to be well informed about the new payment technologies and how
the consumers can make their online transactions as secure and safe as
possible. Although it's impossible to control the fraud and deception
on the internet, the FTC encourages all online consumers to take the
necessary steps to ensure the security of your personal information and
all other online transactions.

As an online consumer, it's up to you, and only vou, to protect
yourself from theft. Here are three ways to make sure that your online
credit card transactions are safe:

1. Use a secure web browser. Using software that encrypts online
purchase information will help to secure your transactions. Make sure
that your web browser is updated on its encryption capabilities. You
can ensure this by using the latest version of encryption software from
the manufacturers. Some web browsers offer free downloads over the
internet. While submitting vour information, be sure to look for the
“lock” icon in the web browser’s status bar. This will ensure your infor-
mation is secure during the transmission.

2. Read before you write. Never provide any personal information to
any website before first checking with the website's privacy policy. This
way you can be aware if your information will be shared with other online
merchants or used in any other way. You will also want to know exactly
what security features are used so your personal information cannot be
acquired fraudulently. You should be able to understand the privacy, ship-
ping and refund policies before yvou provide any information or make a
purchase. If, after reading the privacy policy, you are not comfortable,
then you may want to consider taking your business elsewhere.

3. Review all financial statements. Always review your bank and
credit card statements and look for any unauthorized purchases or errors.
Statements can be fairly confusing to look over, but take your time and
be thorough; if you notice anything questionable, contact your bank or
credit card company immediately. You should also contact these financial
institutions if your purse or wallet is lost or stolen, or even if you think
there are unauthorized uses of yvour accounts. Always keep records of
vour online transactions and read all your e-mails from those merchants
which you have made purchases from. Those merchants may be sending
vou important information about your purchase or account with them.

J16. p. 72 task 19 — moAroTOBUTH MPE3CHTALIAIO
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Task 19. Carry out a research on the Internet.

Online shopping has become very popular nowadays but it can be
risky. Surf the Internet and find the answers to the following questions:

« What are the risks of online shopping?

« How can you make your online shopping safe?

You may use the recommended resources or use your own.

+ Get safe online:

https://www.getsafeonline.org /shopping-banking /shopping1

+ Safe shopping:

http://www.safeshopping.org/tips.shtml

+ How to shop online safely:

http:/ /www.cnet.com/how-to/how-to-shop-online-safely /

Now analvze your shopping habits on the example of vour two
favorite online shops. Are your online shops safe? Present vour analy-
sis to the group.

6 cemectp
J17. p. 78 task 3 — kpaTkoe U3JI0KEHHE TEKCTA

Task 3. You are going to read a text about Internet e-mail. For
questions 1—6, choose the answer (A, B, C or D) which
you think fits best according to the text.

DECIPHERING INTERNET E-MAIL
Internet e-Mail

according to the research, about 31 billion e-mails are sent world-
wide every day — and that number is expected to rise to more than
60 billion by 2007. With the capability to send pictures, documents or
even video messages to anyone in the world who has an e-mail address,
it has become a massively popular form of communication.

How Does Sending & Receiving e-Mail Work?

Using an e-mail client (software such as Microsoft Outlook or
Eudora) you can compose an e-mail message and send it to another
person anywhere, so long as yvou know their e-mail address. All online
services and Internet Service Providers (ISPs) offer e-mail, and sup-
port gateways so that you can exchange e-mail with users of other sys-
tems. Usually, it takes only a few seconds for an e-mail to arrive at its
destination.

When you initially setup your e-mail client, you will need specific
information from your ISP, such as vour network user ID, SMTP
and POP server address. The network 1D will provide you with your
e-mail address, the SMTP server handles the communications as you
send an e-mail message, and the POP server provides the transmission
for receiving e-mail.

SMTP — Simple Mail Transfer Protocol

When vou send an e-mail message, your e-mail client connects to
vour ISP’s mail server, which is an SMTP (Simple Mail Transfer Pro-
tocol) server. It is common for your e-mail message to be broken down
into small packets of data (for a speedier transmission), which is reas-
sembled when it reaches its destination. The SMTP server will gener-
ally hand-off the message to another server that is able to translate the
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domain name of the recipient’s address and find the correct IP address
to deliver the message to. This process may be repeated multiple times
until the e-mail is routed to the correct destination server.

POP — Post Office Protocol

While SMTP provides the protocol for sending an e-mail, it is a
different server that receives your e-mail at yvour ISP. POP, short for
Post Office Protocol, is a protocol used to retrieve e-mail from a mail
server. Your ISP will have set up a mailbox on the POP server for
all its customers. When incoming e-mails are received by the POP
server, it is then filtered down to the correct user mailbox. When
you use your e-mail client and connect to the POP server, you log in
with your 1D (network username), which allows the server to locate
your mailbox. Access to the contents of the mailbox is granted by
entering in your password. The POP server will deliver your e-mail
to your local system and will delete the messages from the server as
well.

Most e-mail applications use the POP protocol. There are two ver-
sions of POP. The first, called POP2, became a standard in the mid-
80’s and requires SMTP to send messages. The newer version, POP3,
can be used with or without SMTP. While most people will refer to
POP with a version number (e.g. POP3), when using the term POP
without a number, like any other protocol, it is generally assumed you
would be referring to the most recent version anyway.

Internet Message Access Protocol (IMAP)

The Post Office Protocol is designed to be a simple protocol offering
only a basic set of commands, and it is still the most widely used pro-
tocol. Similar to POP is IMAP (Internet Message Access Protocol),
which is also a protocol for retrieving e-mail messages, but supports
some features not found in POP. For example, IMAP allows you to
search e-mail messages for keywords while the messages still reside on
the server, You ean also store messages on the e-mail server, and better
manage multiple accounts and set message flags. IMAP was developed
at Stanford University in 1986.

J18. p.85 Speaking task 13 — moaroroBuTh BHICKa3bIBAaHUE
Task 13. Study areal situation happened to one company. Give your
opinion on this problem. Then answer the questions below.

An information security manager routinely monitored the contents
of electronic correspondence among employees. She discovered that
many employees were using the system for personal purposes. Some
messages were love letters, and others related to football betting pool.
The security manager prepared a list of the employees, with samples
of their messages, and gave them to the management. Some managers
punished their employees for having used the corporate e-mail for per-
sonal purposes. Some employees, in turn, objected to the monitoring,
claiming that they should have the same right to privacy as they have
using the company's interoffice mail system.

a) Is monitoring of e-mail by managers ethical? (It is legal.) Why

do vou feel s0?

b) Is the use of e-mail by employees for personal communication

ethical? Why or why not?

c¢) Is the security manager’s submission to management of a list of

abusers ethical? Why or why not?

d) What should the company do in order to rectify the situation?

J19. p. 88 task 20 — nanmcats nmucemo 120-180 cioB
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Task 20. You are going to design an e-mail policy for your university.
Write a letter to your university authorities with yvour ideas. The
letter should be of 120—180 words in an appropriate style.
J120. p. 88 task 21, 22 — moaAroTOBHUTH Hpe3eHTANNIO (OJHO 3aJaHUE Ha BBIOOD)
Task 21. Carry out a research on the Internet. Surf the Internet
and try to compare 5 famous e-mail clients according to
the features presented in the table below.

Features Outlook | Yahoo! | Thunderbird | Gmail | Apple
Mail Mail

Automated Setup
(no manual client
configuration needed)

Storage (e-mail, calendar,
all data) in GB

Receive updates in real
time, instead of scheduled
intervals

Archive e-mail to local
folders

Create e-mail rules/filters

Conversation grouping/
Threaded messages

Delegate access to your
e-mail to someone else

Offline Access

Task 22. Carry out a research on the Internet. Surf the Internet
and try to find answers to the following questions:

« What is a phishing scam?

+ [s there any easy way to identify fraudulent e-mail?

¢ [s phishing related to identity theft?

« How to avoid becoming a victim of a phishing scam?
Now, watch the following videos:

+ Phishing scams in plain English:
http://www.youtube.com/watch?v=al BHCUNVm3Y

« Symantec guide to scary Internet stuff — phishing:
https://www.youtube.com/watch?v=v3]GY2L8NK4

¢+ Phishy home:
http://www.onguardonline.gov,/media/video-0006-phishy-home

+ Phishy office:
http://www.onguardonline.gov/media/video-0007-phishy-office
Then play a game:

* Phishing scams:
http://www.onguardonline.gov,/media/game-0011-phishing-scams
When vou get all necessary information about phishing, make a

pamphlet or brochure about the ways of protecting your identity and
avoiding phishing scams.
J21. p. 92 task 3 — kpaTkoe U3IOKEHHE TEKCTa
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Task 3. Read the text and translate it.

POP3 AND IMAP

Local e-mail clients use the Post Office Protocol version 3 (POP3),
an application-laver Internet standard protocol, to retrieve e-mail from
a remote server over a TCP/IP connection.

The design of POP3 and its procedures supports end-users with
intermittent connections (such as dial-up connections), allowing
these users to retrieve e-mail when connected and then to view and
manipulate the retrieved messages without needing to stay connected.
Although most clients have an option to leave mail on server, e-mail
clients using POP3 generally connect, retrieve all messages, store them
on the user’s PC as new messages, delete them from the server, and
then disconnect. In contrast, the newer, more capable Internet Mes-
sage Access Protocol (IMAP) supports both connected and discon-
nected modes of operation. E-mail clients using IMAP generally leave
messages on the server until the user explicitly deletes them. This and
other facets of IMAP operation allow multiple clients to access the
same mailbox. Most e-mail clients support either POP3 or IMAP to
retrieve messages; however, fewer Internet Service Providers (ISPs)
support IMAP.

Like many other older Internet protocols, POP3 originally sup-
ported only an unencrypted login mechanism. Although plain text
transmission of passwords in POP3 still commonly occurs, POP3 cur-
rently supports several authentication methods to provide varying lev-
els of protection against illegitimate access to a user’s e-mail. One such
method, APOP, uses the MD5 hash tunction in an attempt to avoid
replay attacks and disclosure of a shared secret.

POP3 works over a TCP/IP connection using TCP on network
port 110. E-mail clients can encrypt POP3 traffic using TLS or SSL. A
TLS or SSL connection is negotiated using the STLS command. Here
is a dialog example:

J22. p. 97 task 3 — kpaTkoe U3JI0KEHHE TEKCTA

Task 3. Five sentences have been removed from the text. Choose
from the sentences A—F the one which fits each gap (1-5).
There is one extra sentence which you do not need to use.

PERSONAL WEB PAGE

From the user's point of view, the page is the basic unit of the web.

(1) :

A web page has a similar format to a page from a book or magazine,
with text and graphics displayed in a layout, and is displayed in a nor-
mal computer application window. Scroll bars are displayed if the page
is too long or too wide, and you can perform the usual windowing func-
tions such as minimize, maximize, change size, and close.
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There are billions of web pages in existence on the Internet. Web
pages have been published on almost every subject imaginable by
almost every type of person and organization.

(2) . Although most word processors now
let vou save documents in HTML format making basic creation quite
straightforward.

You can sometimes tell from the name of the page whether it is an
organization or a personal home page, because individual's home pages
sometimes include “~" or “*" as in: http://www.twenty.net /~jsmith /
home.html

Graphics are displayed in web pages if they haven't been turned
off in vour configuration settings to increase the download speed.
With most browsers you can right-click on a picture and select “View
Image” to view it by itself, or “Save Image As” to save the file to vour
computer for later viewing with another application. Graphics come in
a wide range of formats. (3)

Personal web pages are often used solely for lnform'utlvc or enter-
tainment purposes. Defining personal web page is difficult, because
many domains or combinations of web pages that are under the
control of a single individual can be used by the individual for com-
mercial purposes, ranging from just the presentation of advertising,
to electronic commerce: the sale of goods, services or information.

(4)

Personal web pages may be as simple as a single page or may be as
elaborate as an online database with gigabytes of data. Many Internet
service providers offer a few megabytes of space for customers to host
their own personal web pages.

The content of personal web pages varies and can, depending
on the hosting server, contain anything that any other websites do.
(5) . Many can contain biographical informa-
tion, résumeés, and blogs. Many personal pages will include information
about the author’s hobbies and pastimes, and information of interest to
friends and family of the author.

J123. p.104 Speaking task 15 — moaAroToBUTH BEICKA3bIBAHHE
Task 15. Work in pairs. Evaluate the website of your university

and make suggestions for its improvement.

Points to evaluate:

» Navigation

* Design

« Accuracy

« Up to date

+ Ease of use

« Compatibility

« Helpful graphics

J124. p. 107 task 20 — namucare coobmienne 120-180 ciios

Task 20. Write an article about strong and weak points of an
American or British university website of your choice. The

article should be of 120—180 words in an appropriate style.

J25. p. 108 task 21, 22 — noAroTOBUTH MPE3CHTAINIO (OHO 3aJaHKE Ha BHIOOD)
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Task 21. Carry out a research on websites.

Access the White House website (www.whitehouse.gov). Prepare a
report on the most interesting content you found there.

Task 22, Carry out a research on commercial websites.

Find two companies on the web that are in the same business. For
example, Amazon (www.amazon.com) and Book Depository (www.
bookdepository.com) or Dell (www.dell.com) and Gateway (www.
gateway.com). Compare the websites of the pairs you have chosen on
the basis of ease-of-use and usefulness. Pick the better website in each
pair and explain your choice.

J126. p.112 task 6 — mepeBecTH TEKCT
Task 6. Read the text and translate it.

XHTML

The Extensible HyperText Markup Language, or XHTML, is a
markup language that has the same depth of expression as HTML, but
also conforms to XML syntax. Whereas HTML is an application of
SGML, a very flexible markup language, XHTML is an application of
XML, a more restrictive subset of SGML. Because they need to be
well-formed, true XHTML documents allow for automated processing
to be performed using standard XML tools — unlike HTML, which
requires a relatively complex, lenient, and generally custom parser.

The goal for XHTML and XML was to reduce the demands on
parsers and user-agents in general. With HTML, user-agents increas-
ingly took on the burden of “correcting” errant documents. Instead
XML requires user-agents to signal a “fatal” error when encountering
malformed XML. This means that an XHTML browser can theoreti-
cally omit error recovery code even though it may even need slightly
more error detection checks. The recommendation for browsers to post
an error rather than attempt to render malformed content should help
eliminate malformed content.

J27. p. 116 task 4 — kpaTkoe U3I0KEHUE TEKCTa
Task 4. Read the following text and say what new information you
have learnt about firewalls.

FIREWALLS
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As traflic increases dramatically on the Internet, so, too, do the
risks that an institution’s data may be sabotaged or stolen. As a result,
network firewalls have become a hot topic. Relatively new creations,
Internet firewalls, barriers placed between a network and the outside
world to prevent potentially damaging intrusion, have their roots in
control mechanisms and security measures that have long been stan-
dard practice in the mainframe community. But today’s networked
world has grown from the bottom up rather than from the top down,
with millions of new connections originating from personal computers
and small networks. It's no longer possible to know who or what is on
the other end of a network connection unless extraordinary measures
are taken.

Just as no physical fire wall is perfect protection against a fire, no
digital firewall can make a network 100 percent secure against outside
intrusion. But they can come remarkably close if there is a compre-
hensive security policy. Firewalls can be built in several ways, using a
variety of mechanisms. The most common are: 1) router-based filters;
2) host computer gateways, or bastions; 3) a separate isolated network.
The cost of a firewall can range from a $100,000 turnkey (installed and
maintained by an outside vendor) hardware/software system, to a free
“do it yourself” software.

Perhaps the simplest approach to creating a firewall involves using
a programmable router — the type of device normally used to create a
permanent Internet connection to the outside world. Routers work by
controlling traffic at the IP, i.c.,, the Internet Provider level, selectively
passing or blocking data packets based on source/destination address
or port information. While reasonably good firewalls can be created
with routers alone, it may prove difficult to program the router to
exclude everything that you want kept out. Unfortunately, most rout-
ers come configured with a minimum of built-in protection, and many
organizations simply install them this way without customizing them.

Another approach to firewall construction is to use a computer

rather than a router. This system, also called a bastion host, offers many
more capabilities, including the ability to log all the activity over the
gateway. While a router-based firewall monitors data packets at the
IP level, hosts exert their control at an application level, where traftic
can be examined more thoroughly. However, host-based firewalls must
use specialized software applications — gateways and service proxies —
to plug existing security holes. These are, in essence, stripped down
versions of the original programs; they are less flexible and pass along
mail messages only after verifying that they fit within the programmed
restriction.
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A third way to establish a firewall similar to the host-based systems
just described is to create another network, i.e., an isolated sub-network
that sits between the external and internal networks. Typically, this
network is configured so that both the Internet and the private net-
work can access it, but traffic across the isolation network is blocked.

Sometimes, simply foiling an outside attack isn’t enough. One high-
powered deterrent is Sidewinder, a complete turnkey firewall system
advertised as “security that strikes back”. Its operating system is secure
in and of itself, requiring no proxies or gateway applications. The pat-
ented mechanism wherein the operating system and its applications
stay secure is called Type Enforcement. Data and processes are assigned
to class types and interaction between them is strictly regulated. It
provides defense in depth, that is, even if a determined hacker were
able to break into the Sidewinder platform itself, he or she would be
left stranded in one domain without access to any other applications or
processes. And breaking in is made more difficult because Sidewinder
can filter any data that passes the network boundary.

One of Sidewinder's most interesting features is that it can strike
back. When Sidewinder detects a hacker, it immediately sends a silent
alarm to the system administrator for a decision. The system can let
the intruder in and permit certain activities up to a point, all the while
collecting information on the source of the probe and what types of
actions the hacker takes. The system can also provide dummy pass-
word files, dead-end traps, and other stealthy defenses — a veritable
“hall of mirrors”, where nothing is quite the way it appears. Moreover,
Sidewinder can also force a disconnection from any outside network.

J128. p.126 Speaking task 19 — moaAroToBUTH BbICKa3bIBAHUE

Task 19. Read information about biometric security and discuss
its advantages and disadvantages. During the discussion
answer the questions below.

Biometric security is a security mechanism used to authenticate
and provide access to a facility or system based on the automatic and
instant verification of an individual’s physical characteristics. Biomet-
ric security is mainly implemented in environments with critical physi-
cal security requirements or that are highly prone to identity theft.
Biometric security-based systems or engines store human body charac-
teristics that do not change over an individual’s lifetime. These include
fingerprints, eve texture, voice, hand patterns and facial recognition.

+ Are these physical characteristics reliable?

* Which biometric parameter has the highest accuracy and which

the lowest?

+ In what spheres is biometric security used?

* How do vou like the idea of student identity verification using

biometric security system before an exam?
J29. p. 128 task 23 — moAroTOBUTH MPE3EHTAITHIO
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Task 23. Carry out a research on cybercrime.

Visit the following websites:

+ The secret history of cybercrime:

http://www.informationsecuritybuzz.com /articles/the-secret-his-
tory-of-cyber-crime

+ FBI — Cybercrime:

https://www.fbi.gov/about-us/investigate /cyber

+ Cybercriminals:

http://www.ccmostwanted.com/category/cybercrime,/

or other websites of your choice.

Divide the class into 3 groups and study the information under the
following titles:

» Prologue (history, cybercriminals, victims, misconceptions, etc.)

+ A closer look (network intrusion, network attack, malware, cyber
terrorism, defacement, etc.)

+ Fighting back (purging cybercrime, prevention, etc.)

Make a report to your class about the issue you studied.

Then discuss the following question:

« Which type of ethical hacking should trustworthiness be most

emphasized in?

J30. p.129 task 4 — mepeBecTH TEKCT
Task 4. Read the text and translate it.

SQL INJECTION

SQL injection is a technique that exploits a security vulnerability
occurring in the database layer of an application. SQL injection occurs
when user input is not filtered for escape characters and is then passed
into a SQL statement. This results in the potential manipulation of the
statements performed on the database by the end user of the applica-
tion.

The following line of code written in PHP illustrates this vulner-
ability:
Sres = mysgl gquery (“SELECT * FROM users WHERE login='S$login’
BAND password='Spas’ ;") ;

If the 1ogin variable is crafted in a specific way by a malicious user,
the SQL statement may do more than the code author intended. For
example, setting the 1ogin variable as
admin’ OR ‘1’ = ‘1
renders this SQL statement by the parent language:

SELECT * FROM users WHERE login='admin’ OR ‘1’ = ‘1’ AND
password='anything’;

This example could be used to force the selection of a valid user-
name.

Theoretically any valid SQL command may be injected via this
method, including the execution of multiple statements. The following
value of Login in the statement below would cause the deletion of the
users table:

SELECT * FROM users WHERE login="admin’;DROF TAELE users; SELECT
* FROM data WHERE name LIKE ‘%any%’

This input renders the final SQL statement as follows:

SELECT * FROM users WHERE login="admin’;DROP TRABLE users; SELECT
* FROM data WHERE name LIKE ‘%’ AND password='anything”’;

SQL injection is easy to work around in most programming lan-
guages that target web applications. In PHP, there are different built-
in functions to use for different DBMSes for escaping values suitable
for embedding in literal SQL statements. For MySQL, there is the
built-in function mysql escape string:

Sres = mysgl query(“SELECT * FROM users WHERE login=""

mysgl_escape_string($legin) . ™' AND password="" . mysgl_
escape string($pas) A I
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The SQL injection problem can be solved if the database engine
supports a feature called “disabling literals”. Disabling literals means
that the database engine runs in a mode where text and number liter-
als are not allowed as part of SQL statements, only placeholders are
allowed. So statements of the kind:

SELECT * FROM USER WHERE NAME='smith’
SELECT * FROM TITEMS WHERE USERTID=2

are not allowed in this mode (the database engine would simply
throw an exception). The queries would have to be written as:
SELECT * FROM USER WHERE NAME=?
SELECT * FROM ITEMS WHERE USERID=?

By disabling literals, the usage of placeholders is enforced. Because
placeholders must be used for all user input, SQL injection of the form
described above becomes impossible in this mode. Disabling literals
solves the SQL injection problem in a similar way that array bounds
checking and the lack of pointer arithmetic solves buffer overflows in
certain programming languages (for example, Java or C#).

J31. p. 132 task 1 — kpaTkoe U3I0XKEHUE TEKCTa
Task 1. Read the text and understand the difference between Deep
and Dark Webs.

DEEP WEB AND DARK WEB

If you're into computer security at all you may have heard of terms
like “Deep Web” and “Dark Web”. The terms can be confusing so here
are the basics:

The Internet: This is the easy one. It's the common Internet every-
one uses to read news, visit Facebook, and shop. Just consider this the
“regular” or “surface” Internet.

The Deep Web: The Deep Web is a subset of the Internet that is
not indexed by the major search engines. This means that you have to
visit those places directly instead of being able to search for them. So
there aren't directions to get there, but they're waiting if you have an
address. The Deep Web is largely there simply because the Internet is
too large for search engines to cover completely. So the Deep Web is
the long tail of what's left out.

The Dark Web: The Dark Web (also called Darknet) is a subset of
the Deep Web that is not only indexed, but that also requires some-
thing special to be able to access it, e.g., specific proxying software
or authentication to gain access. The Dark Web often sits on top of
additional sub-networks, such as Tor, 12P, and Freenet, and is often
associated with eriminal activity of various degrees, including buying
and selling drugs, pornography, gambling, etc. While the Dark Web
is definitely used for those things more than the standard Internet or
the Deep Web, there are many legitimate uses for the Dark Web as
well.

Common Dark Web resource types are media distribution, with
emphasis on specialized and particular interests, and exchanges
where you can purchase illegal goods or services. These types of sites
frequently require that one contribute before using, which both keeps
the resource alive with new content and also helps assure (for ille-
gal content sites) that everyone there shares a bond of mutual guilt
that helps reduce the chances that anyone will report the site to the
authorities.

Infamous examples of Dark Web sites include the Silk Road and
its offspring. The Silk Road was (and maybe still is) a website for the
buying and selling of recreational drugs. Sometimes people operating
within closed, totalitarian societies can use the Dark Web to commu-
nicate with the outside world.
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J32. p. 137 Speaking task 7 — cocraBuTh 1uanor

Task 7. Work in groups of four students. Take roles to discuss the
most useful and powerful website in your life.

Student A. You think VKontakte is the most useful and powerful
website in your life. Prove your position giving at least three reasons.
Tell your partners why their websites are not so good.

Student B. You think Facebook is the most useful and powerful
website in your life, Prove your position giving at least three reasons.
Tell your partners why their websites are not so good.

Student C. You think Google is the most useful and powerful web-
site in your life. Prove your position giving at least three reasons. Tell
your partners why their websites are not so good.

Student D. You think Wikipedia is the most useful and powerful
website in your life. Prove your position giving at least three reasons.
Tell your partners why their websites are not so good.

7 ceMecT

J133. p.14 Discussion — moJAroToBUTh MPE3CHTALUIO
Read the opinions of different people about AI:

“Al is being developed in numerous fields, such as driverless trans-
port, finance, fraud detection, as well as robotics and text and speech
recognition for numerous other applications. Supporters of Al suggest
that it is a massive opportunity for humanity, not a threat, and argue
that machines which can learn to do tasks currently requiring humans
could speed up processes, allowing humans more leisure time in the
future. However, critics worry that if we develop machines that can
learn very rapidly, drive our cars and do our jobs, we may reach a situ-
ation where they become more intelligent than humans.”

In pairs or in small groups discuss the following question:

Should humanity fear advances in Artificial Intelligence?

Where do you stand? Choose one side only — for or against the
statement. Note down the points in support of your side. Using your
notes try to persuade your partner to accept your views on the state-
ment,

J34. p. 14 ex. 1 — make predictions for 2050
1. Make predictions for 2050 about Al for each of the following items using
the rules given above. You may wish to use these verbs: use, become,
design, build, replace, wage, disappear, implant, and perform.

« Computers software

« Superintelligence

« Artificial Intelligence

+ General intelligence

« Human intelligence

« Superintelligent Al/computers/machines

« Al technology
J135. p.20 Discussion — moAroTOBUTh BHICKA3bIBAHUE
In pairs or in small groups discuss the following questions.

*  What are the pros and cons of USB flash drives vs cloud storage
according to their cost, security, service life, reliability, etc.?

* Which application of a USB flash drive do you find the most
demanded?

+ Choose a flash-based device that you own and describe it.
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J136. p.27 Discussion — moAroOTOBUTH BHICKA3bIBAHUE
In pairs or in small groups discuss the following questions:

+ As Bill Hammack mentions in the video, the hard drive remains
unnoticed in our daily life unless something goes wrong. It is a sophis-
ticated but fragile device. How can you protect yvour hard drive? Make
a poster with some useful tips and share it with other students in your
class.

+ What should you consider when thinking about upgrading or
buying a new computer hard drive?

+  What should be done to minimize the risk of data loss or corrup-
tion?

J37. p.32 Discussion — moAroTOBUTH BHICKA3bIBAHUE
In pairs or in small groups discuss the following questions:

*  What makes the Internet so popular in the modern world?

+ Does the Internet bring people of the world together? Why or
why not?

+ What websites do you browse most often and why?

+ Is it dangerous to meet a person you met online in real life?

+ What Internet safety rules do you know?!
J138. p.38 Discussion — HoAroTOBUTH BHICKA3bIBAHUE

In pairs or in small groups discuss the following questions:

1. What are the lessons learned from these stories?

2. Jobs experienced great success and great failure. What were his

successes, and how did his failure occur?

3. Do you agree that the primary difference between successful people

and unsuccessful people is that the successful people fail more?

4. How do you understand the following statement: “You can’t con-
nect the dots looking forward; you can only connect them looking
backwards”?

5. “If today were the last day of my life, would I want to do what I am
about to do today?”

6. In your opinion, what does Steve Jobs mean by quoting the state-

ment, “Stay hungry. Stay foolish”?
J39. p.44 Discussion — moAroToBUTh BHICKa3bIBAaHUE
In pairs or in small groups discuss the following questions.
« What are the pros and cons of computer gaming?
« What is your biggest regret in life? Why?
* Do you agree with the following savings?
“I would rather have a life full of mistakes than a heart full
of regrets.”
“Our biggest regrets are about chances we did not take.”
“Life is too short to live with regrets.”
8 cemectp
J140. p.49 Discussion — HoAroTOBUTH BEICKA3bIBAHUE

In pairs or in small groups discuss the following questions.

* How was the idea of computerized food production born?
* What is the Food Computer?

« What are the benefits of the Food Computer?

*  What could it change in quality of life and nutrition?

* What are the main ideas of the lecture?

J141. p. 50 Comprehension — moAroToBUTh KpaTKOE U3JI0KECHUE T10 BOITPOCAM
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Watch the video and answer the questions.

Is it true that texting means the decline of literacy?

What are the main features of writing?

What are the main features of speech?

At what condition are we allowed to write as we speak?

What is texting? What are the characteristic features of texting?
How does the meaning of LOL change over time?

Touswn -

What is a pragmatic particle? What pragmatic particles are men-
tioned in the text?

How is slash used in texting among young people today, according
to John McWhorter? What is the meaning of slash?

=

J142. p.55 Discussion — moAroTOBUTH BHICKA3bIBAHNE
In pairs or in small groups discuss the following questions:

»  What are the positive and negative effects of texting?

+ Do you use any “textese” when you text?

+ How is texting similar to writing and how is it different?

« Do you agree that texting means the decline of good writing

skills?
J143. p.60 Discussion — moAroToBUTh BHICKa3bIBAHUE
In pairs or in small groups discuss the following questions:

* Do you know how to create strong passwords?

* What rules mentioned in the lecture do you follow when creat-

ing vour own passwords?

* Do you believe that password meters work?

* Do you use passphrases instead of passwords?

« Do you educate your friends, parents or grandparents on using

secure passwords?
J144. p.66 Discussion — moAroToBUTh OMKMCcaHue rpaduKkoB
In pairs or in small groups discuss the following.

The students who have taken a MOOC as a part of their university
course were asked to rate various scenarios from strongly disagree to
strongly agree!. Describe the information given in the graphs to your
partner?,

1. The reasons for taking a MOOC.

I am interested to learn more about o
the course subject

High reputation of the University 6%
providing the course

I can improve my English language

skills 17%

.

[ want to try a new way of learning 19%

[ want to be part of a big learning
community |

T expect to get a higher grade for 19%
a university course

Personal professional development 26%
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2. Personalization of online learning.

30%
4%
40% 384 36%
30% ]
30% wul ——m 28% |
20% 20% 20%
o0 [16% .
14% 199
10% — 6% —
2%

0%

I have chosen the I feel like I achieved I could study the
course according to my personal goals course at my own
my specific interests for this course pace following my

own schedule
[1SA — strongly agree [N — neutral B SD — strongly disagree
[ A — agree W D — disagree

3. How students participating in MOOCs can contribute to the
learning community.

60%
32%
50% ]
40%
30% —26%
20%
10%
0%
Taking part [ frequently My English skills
in forums and participated in improved in the
discussions on course discussion and process of studying
contents was a useful  presented relevant the course
practice for me viewpoints
[1SA — strongly agree [N — neutral W SD - strongly disagree
[TA — agree B D - disagree

4. Motivation to continue online education.

60%

50% 48%

40%

30%

30%

20% ————————— B

4%
10% ——————— = 6%

2%

0%

[ would likely take another online course again

[Ivery likely [ Likely [ Neutral M Unlikely [ Very unlikely

42



